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Assessment Checklist for Accreditation of Privacy Information Management System (PIMS) Certification based on ISO/IEC 27706:2025 — Information security, cybersecurity and privacy protection — Requirements for bodies providing audit and certification of privacy information management systems

Notes:

1. Please refer to SAC website for Terms and Conditions for Accreditation and list of applicable SAC documents.

2. This accreditation programme for ISO/IEC 27706:2025 (PIMS) certification is offered based on the ISO/IEC 17021-1:2015 and ISO/IEC 27706:2025 as the accreditation criteria. 



	Certification Body
	:
	

	Submission date
	:
	

	Submitted by
	:
	

	Date of Assessment
	:
	

	Type of Assessment
	:
	

	SAC Team Leader/Assessor
	:
	




Please list the key certification personnel involved in PIMS certification:

	Application Reviewer
	Auditor (internal and external)
	Technical Expert (if any)
	Report Reviewer
	Decision Maker

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Please list the key documents and procedures (including competency and man-day determination) for compliance to ISO/IEC 17021-1:2015 and ISO/IEC 27706:2025:

	








Please list the clients certified to ISO/IEC 27701:2025 (if any):
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ASSESSMENT CHECKLIST FOR PRIVACY INFORMATION MANAGEMENT SYSTEM CERTIFICATION BODY - ISO/IEC 27706:2025 - INFORMATION SECURITY, CYBERSECURITY AND PRIVACY PROTECTION — REQUIREMENTS FOR BODIES PROVIDING AUDIT AND CERTIFICATION OF PRIVACY INFORMATION MANAGEMENT SYSTEMS


Legend: C – Complies, O – Observation, T – To Address at Audit, N – Nonconformity, N/A – Not Applicable, F – Further information required

	Section
	Requirements
	Comments
(Manual and/or procedure references)
	Finding

	5
	GENERAL REQUIREMENTS  
	
	

	5.1
	Legal and contractual Matters
	
	

	
	Does the CB comply with the requirements given in Clause 5.1 of ISO/IEC 17021-1:2015?

	

	

	5.2
	Management of impartiality
	
	

	
	Does the CB comply with the requirements given in Clause 5.2 of ISO/IEC 17021-1:2015?

	
	

	5.2.2
	Conflicts of interest
	
	

	
	Does the CB ensure that it does not provide management system consultancy related to privacy, data protection (e.g. in the form of an external data protection officer or data protection check) or privacy risk management?

	
	

	5.3
	Liability and financing
	
	

	
	Does the CB comply with the requirements given in Clause 5.3 of ISO/IEC 17021-1:2015?

	
	

	6
	STRUCTURAL REQUIREMENTS 
	
	

	
	Does the CB comply with the requirements given in Clause 6 of ISO/IEC 17021-1:2015?

	
	

	7
	RESOURCE REQUIREMENTS
	
	

	7.1
	Competence of personnel
	
	

	7.1.1
	General considerations
	
	

	
	Does the CB comply with the requirements given in Clause 7.1.1 of ISO/IEC 17021-1:2015?

	
	

	 7.1.2
	Determination of competence criteria
	
	

	 7.1.2.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 7.1.2 of ISO/IEC 17021-1:2015?

	
	

	 7.1.2.2
	Generic competence requirements
	
	

	 









	Has the CB established criteria for verifying the competence requirements for each certification function as referenced in ISO/IEC 17021-1:2015, Table A.1?

In the competence requirements, does the CB also establish the requirements specified in Annex C of ISO/IEC 27706:2025, for the PIMS technical areas so that each PIMS auditor shall have knowledge of:
(a) ISO/IEC 27701;
(b) privacy terms, definitions and concepts as used within a PIMS;
(c) identification, managing and handling of PII;
(d) privacy by design and privacy by default;
(e) PIMS monitoring, measurement, analysis and evaluation; 
(f) risks related to privacy information management and processing of PII;
(g) policies and business requirements for privacy information management.

Does the CB ensure that members of the audit team shall collectively have knowledge of:
(h) tools, methods and techniques related to privacy information management and processing of PII, and their application;
(i) privacy information risk assessment, privacy impact assessment and the related methods and risk management;
(j) processes applicable to PIMS;
(k) the current technology where privacy may be relevant or an issue;
(l) all controls contained in ISO/IEC 27701 and their implementation;
(m) the legal requirements that apply to privacy information management or processing of PII (e.g. sector-specific laws and local privacy laws) or both;
(n) industry privacy good practices and privacy procedures.

Does the CB ensure the personnel reviewing audit reports and making certification decisions have the competence as defined in ISO/IEC 17021-1:2015 A.3, and shall also have knowledge of:
(a) ISO/IEC 27701;
(b) legal and regulatory requirements relevant to privacy;
(c) certification scope requirements in ISO/IEC 27701 specific to PII processing (e.g. controller and processor specific activities, or both) to be able to verify the appropriateness of, or changes to, the certification
scope;
(d) privacy information risk assessment, privacy impact assessment, and privacy risk management;
(e) a general understanding of processes applicable to PIMS. 

Does the CB ensure that  the personnel conducting the application review to determine audit team competence required, to select the audit team members, and to determine the audit time have the competence as defined in ISO/IEC 17021-1:2015 A.4?

	
	

	7.1.3
	Evaluation processes
	
	

	7.1.3.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 7.1.3 of ISO/IEC 17021-1:2015?

	
	

	7.1.3.2
	Evaluating auditors
	
	

	
	Does the CB ensure that the auditors have the necessary knowledge and experience through at least one of the following:
(a) recognized PIMS-specific qualifications;
(b) participation in PIMS training courses and attainment of relevant personal qualifications;
(c) up-to-date professional development records;
(d) PIMS audits witnessed by another competent and authorized PIMS auditor.

	
	

	7.1.3.3
	Selecting auditors
	
	

	
	In addition to 7.1.3.1, does the CB’s process for selecting auditors ensure that each auditor:
(a) has practical workplace experience in privacy to act as auditor for PIMS;
(b) has received training regarding PIMS audit and audit management, and demonstrated skills of auditing a PIMS in accordance to ISO/IEC 27701;
(c) maintains relevant and current knowledge/skills in privacy information management and auditing through continual professional development.

	
	

	7.1.3.4
	Selecting technical experts
	
	

	
	Does the CB’s process for selecting technical experts (TE) ensure that each TE:
(a) has practical workplace experience in privacy to act as a technical expert;
(b) maintains relevant and current knowledge and skills in privacy information management through continual professional development.

	
	

	7.1.4
	Other considerations
	
	

	
	Does the CB comply with the requirements given in Clause 7.1.4 of ISO/IEC 17021-1:2015?

	
	

	7.2
	Personnel Involved in the Certification Activities
	
	

	
	Does the CB comply with the requirements given in Clause 7.2 of ISO/IEC 17021-1:2015?

	
	

	7.3
	Use of individual external auditors and external technical experts
	
	

	

	Does the CB comply with the requirements of clause 7.3 of ISO/IEC 17021-1:2015?

	
	

	7.4
	Personnel records
	
	

	
	Does the CB comply with the requirements of clause 7.4 of ISO/IEC 17021-1:2015?

	
	

	7.5
	Outsourcing
	
	

	
	Does the CB comply with the requirements of clause 7.5 of ISO/IEC 17021-1:2015?

	
	

	8
	INFORMATION REQUIREMENTS
	
	

	8.1
	Public information
	
	

	
	Does the CB comply with the requirements given in Clause 8.1 of ISO/IEC 17021-1:2015?

	
	

	8.2
	Certification documents
	
	

	8.2.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 8.2 of ISO/IEC 17021-1:2015?

	
	

	8.2.2
	PIMS certification documents
	
	

	
	Do the certification documents include:
(a) the phrase “privacy information management system”;
(b) the role of the organization for each activity, product or service in scope (i.e. if the organization acts as PII controller or PII processor or both);
(c) the PII principals whose data are being processed for each activity, product or service in scope (e.g. employees, customers);
(d) the version of the statement of applicability (SoA) for the organization’s PIMS.

When there is no activity of the organization within the scope of the certification undertaken at a defined physical location, does the certification documents state that all activities of the organization are conducted remotely?

	
	

	8.3
	Reference to certification and use of marks
	
	

	
	Does the CB comply with the requirements given in Clause 8.3 of ISO/IEC 17021-1:2015?

	
	

	8.4
	Confidentiality
	
	

	8.4.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 8.4 of ISO/IEC 17021-1:2015?

	
	

	8.4.2
	Access to organizational records
	
	

	
	Does the CB ask the client to report if any PIMS related information (such as PIMS records or information about design and effectiveness of controls) cannot be made available for review by the audit team because it contains confidential or sensitive information?

Does the CB determine whether the PIMS can be adequately audited in the absence of the above information?

Where the PIMS cannot be adequately audited without reviewing confidential or sensitive information, does the CB advise the client that the certification audit cannot take place until appropriate access arrangements are granted?

	
	

	8.5
	Information exchange between a certification body and its clients
	
	

	
	Does the CB comply with the requirements given in Clause 8.5 of ISO/IEC 17021-1:2015?

	
	

	9
	PROCESS REQUIREMENTS
	
	

	9.1
	Pre-certification activities
	
	

	9.1.1
	Application
	
	

	9.1.1.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.1.1 of ISO/IEC 17021-1:2015?

	
	

	9.1.1.2
	Application readiness
	
	

	
	Does the CB reject applications from the client where the client does not document and implement a PIMS which conforms to the requirements of ISO/IEC 27701?

	
	

	9.1.2
	Application review
	
	

	
	Does the CB comply with the requirements given in Clause 9.1.2 of ISO/IEC 17021-1:2015?

	
	

	9.1.3
	Audit programme
	
	

	9.1.3.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.1.3 of ISO/IEC 17021-1:2015?

	
	

	9.1.3.2
	PIMS Controls
	
	

	
	Does the audit programme for PIMS audits take the controls determined by the client in accordance with ISO/IEC 27701:2025, 6.1.3 b) and c) into account?

	
	

	9.1.4
	Determining audit time
	
	

	9.1.4.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.1.4 of ISO/IEC 17021-1:2015?

	
	

	9.1.4.2
	Audit time
	
	

	
	Does the CB identify audit time to be spent on ISO/IEC 27701 certification audits (including initial certification, surveillance and re-certification) based on ISO/IEC 27706:2025 Annex A?

	
	

	9.1.5
	Multi-site sampling
	
	

	
	Does the CB comply with the requirements given in Clause 9.1.5 of ISO/IEC 17021-1:2015?

	
	

	9.1.6
	Multiple management systems standards
	
	

	
	Does the CB comply with the requirements given in Clause 9.1.6 of ISO/IEC 17021-1:2015?

	
	

	9.2
	Planning Audits
	
	

	9.2.1
	Determining audit objectives, scope and criteria
	
	

	9.2.1.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.2.1 of ISO/IEC 17021-1:2015?

	
	

	9.2.1.2
	Determining PIMS audit scope
	
	

	
	Does the CB ensure that the scope of certification to ISO/IEC 27701 is included within the boundaries of the activities of the client as defined in the scope of the PIMS?

Does the CB identify the role of the client as being PII controllers or PII processors, or both?

Does the CB verify that the PII processing is within the scope of the client PIMS (see ISO/IEC 27701:2025, 4.3)?

Does the CB ensure that the client’s privacy risk assessment and risk treatment reflect its activities and extend to the boundaries of its activities as defined in the scope of the PIMS? Does the CB ensure that this is reflected in the client’s scope of their PIMS and statement of applicability?

	
	

	9.2.1.3
	Audit objectives
	
	

	
	Does the CB ensure that the audit objectives include ensuring that the client, based on the privacy risk assessment, has identified the necessary controls?

	
	

	9.2.2
	Audit team selection and assignments
	
	

	
	Does the CB comply with the requirements given in Clause 9.2.2 of ISO/IEC 17021-1:2015?

	
	

	9.2.3
	Audit plan
	
	

	9.2.3.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.2.3 of ISO/IEC 17021-1:2015?

	
	

	9.2.3.2
	General considerations
	
	

	
	Does the audit plan take into account the PIMS controls?
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	Initial certification
	
	

	9.3.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.3 of ISO/IEC 17021-1:2015?

	
	

	9.3.2
	Initial certification audit
	
	

	9.3.2.1
	Stage 1
	
	

	
	Does the CB obtain documentation of the design of the PIMS covering the documentation required in ISO/IEC 27701 with at least the minimum information:
(a) general information concerning the PIMS and the activities it covers;
(b) a copy of the required PIMS documentation specified in ISO/IEC 27701 and, where required, other associated documentation.

Does the CB obtain sufficient understanding of the design of the PIMS in the context of the client's organization, privacy risk assessment and treatment (including the controls determined), privacy policy and objectives and, in particular, of the client's preparedness for the audit?

Does the CB document results of the Stage 1 audit in a written report, and review the report before confirming to proceed with Stage 2?

Does the CB confirm that the stage 2 audit team members have the necessary competence (may be done by the auditor leading the team that conducted Stage 1 audit if competent and appropriate)? 

Does the CB ensure that the client is aware of further types of information and records that may be required for detailed examination during the Stage 2?

	
	

	9.3.2.2
	Stage 2
	
	

	
	Based on results of the Stage 1 audit report, does the CB develop the audit plan for Stage 2?

Does the Stage 2 audit focus on the client’s:
(a) top management leadership and commitment to the privacy objectives;
(b) assessment of privacy related risks; the audit shall also ensure that the assessments produce consistent, valid and comparable results, if repeated;
(c) determination of controls based on the privacy risk assessment and risk treatment processes;
(d) privacy performance and the effectiveness of the PIMS, evaluating these against the privacy objectives;
(e) correspondence between the determined controls, the statement of applicability, the results of the privacy risk assessment, the risk treatment process and the privacy policy and objectives;
(f) implementation of controls taking into account the external and internal context and related risks, and the organization's monitoring, measurement and analysis of privacy processes and controls, to determine whether controls declared as being implemented are actually implemented and effective as a whole;
(g) programmes, processes, procedures, records, internal audits and reviews of the PIMS effectiveness to ensure that these are traceable to top management decisions and the privacy policy and objectives. 

	
	

	9.4
	Conducting audits
	
	

	9.4.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.4 of ISO/IEC 17021-1:2015?

	
	

	9.4.2
	Specific elements of the PIMS audit
	
	

	
	Does the CB audit team:
(a) require the client to demonstrate that the assessment of privacy related risks is relevant and adequate for the PIMS operation within the PIMS scope;
(b) establish whether the client’s procedures for the identification, examination and evaluation of privacy related risks and the results of their implementation are consistent with the client’s policy, objectives and targets.

Does the CB audit team also establish whether the procedures employed in the privacy risk assessment are sound and properly implemented?

	
	

	9.4.3
	Audit report
	
	

	
	Does the CB comply with the requirements given in Clause 9.4.8 of ISO/IEC 17021-1:2015?

	
	

	9.4.3.1
	In addition, do audit reports contain the following:
(a) an account of the audit of the client's privacy risk analysis;
(b) any privacy control sets used by the organization for comparison purposes as required by ISO/IEC 27701:2025, 6.1.3;
(c) description of the role of the client (i.e. PII controller, PII processor or both).

	
	

	9.4.3.2
	Is the report sufficiently detailed to facilitate and support the certification decision, and contain:
(a) the significant audit trails followed and audit methodologies utilized (completed questionnaires, checklists, observations, logs, or auditor notes can form an integral part of the audit report);
(b) a reference to the version of the statement of applicability and, where applicable, any useful comparison with the results of previous certification audits of the client.

Does the report include Information about the samples evaluated during the audit, or provided in other certification documentation?

If remote audit methods have been used, do the report indicate the extent to which they have been used in carrying out the audit and their effectiveness in achieving the audit objectives?

If all activities of the organization are conducted remotely, do the report state that all activities of the organization are conducted remotely?

Do the report:
(a) consider the adequacy of the internal organization and procedures adopted by the client to give confidence in the PIMS;
(b) include a summary of the most important observations, positive as well as negative, regarding the implementation and effectiveness of the PIMS requirements and privacy controls.

	
	

	9.5
	Certification decision
	
	

	
	Does the CB comply with the requirements given in Clause 9.5 of ISO/IEC 17021-1:2015?

	
	

	9.6
	Maintaining certification
	
	

	9.6.1
	General
	
	

	
	Does the CB comply with the requirements given in Clause 9.6 of ISO/IEC 17021-1:2015?

	
	

	9.6.2
	Surveillance activities
	
	

	9.6.2.1
	Does the CB comply with the requirements given in Clause 9.6.2 of ISO/IEC 17021-1:2015?

	
	

	9.6.2.2
	Are surveillance audit procedures a subset of those for the certification audit of the client's PIMS as described in this document? 

Do the Surveillance audit programmes cover at least:
(a) the PIMS maintenance elements such as privacy risk assessment and control maintenance, internal PIMS audit, management review and corrective action;
(b) communications from external parties as required by ISO/IEC 27701 and other documents required for certification.

	
	

	9.6.2.3
	Do the surveillance audit minimally review the following:
(a) the effectiveness of the PIMS with regard to achieving the objectives of the client's privacy policy;
(b) the functioning of procedures for the periodic evaluation and compliance with relevant privacy legislation and regulations;
(c) changes to the controls determined, and resulting changes to the SoA;
(d) implementation and effectiveness of controls indicated in the audit programme.

	
	

	9.6.2.4
	Do the CB adapt its programme of surveillance activities to reflect the issues related to privacy risks?

If the surveillance audit is conducted in conjunction with other management systems, do the audit reports clearly indicate the aspects relevant to each management system?

During surveillance audits, do the CB review records of appeals and complaints brought before the CB?

If there are any nonconformity or failure to meet the requirements of certification, do the CB review how the client has investigated its own PIMS and procedures, and has taken appropriate corrective action?

Do the surveillance report contain information on:
(a) clearing of nonconformities revealed previously;
(b) the version of the statement of applicability;
(c)  important changes from the previous audit.

Do the surveillance reports build up to cover in totality the requirements of 9.6.2.2 and 9.6.2.3?

	
	

	9.6.3
	Re-certification
	
	

	
	Does the CB comply with the requirements given in Clause 9.6.3 of ISO/IEC 17021-1:2015?

	
	

	9.6.4
	Special audits
	
	

	
	Does the CB comply with the requirements given in Clause 9.6.4 of ISO/IEC 17021-1:2015?

	
	

	9.6.5
	Suspending, withdrawing or reducing the scope of certification
	
	

	
	Does the CB comply with the requirements given in Clause 9.6.5 of ISO/IEC 17021-1:2015?

	
	

	9.7
	Appeals
	
	

	
	Does the CB comply with the requirements given in Clause 9.7 of ISO/IEC 17021-1:2015?

	
	

	9.8
	Complaints
	
	

	
	Does the CB comply with the requirements given in Clause 9.8 ISO/IEC 17021-1:2015?

	
	

	9.9
	Client Records
	
	

	
	Does the CB comply with the requirements given in Clause 9.9 of ISO/IEC 17021-1:2015?

	
	

	10
	Management system requirements for certification bodies
	
	

	10.1
	Options
	
	

	
	Does the CB comply with the requirements given in Clause 10.1 ISO/IEC 17021-1:2015?

	
	

	10.2
	Option A: General management system requirements
	
	

	
	Does the CB comply with the requirements given in Clause 10.2 of ISO/IEC 17021-1:2015?

	
	

	10.3
	Option B: Management system requirements in accordance with ISO 9001
	
	

	
	Does the CB comply with the requirements given in Clause 10.3 ISO/IEC 17021-1:2015?
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