Records Management 
1.	The aim of records management is to ensure that the integrity, authenticity and readability of the electronic record is maintained for as long as required. Readability relates to the format of the electronic record, while integrity and authenticity is determined by the continued validity of the electronic signature and of other information relating to the signing (“verification data”).

2.	To this end, Agencies should be concerned with retaining not only the electronic record that required the electronic signature, but also the record of the signature itself and its verification data.

3.	Agencies should note that subsidiary legislation that are signed electronically require long-term archival. If migration of the electronically signed subsidiary legislation becomes necessary, Agencies should ensure that the authenticity of the signed subsidiary legislation is not compromised.
Recommended format for electronic records
4.	For electronic records created using in-system approvals and emails:
a. In-system approvals: Agencies should keep system logs and ensure that they can be viewed for the retention period (see para 7). Otherwise, Agencies should export the system logs to an open standard format (e.g. TXT, XML, JSON, etc). In the case of FormSG, admins should retain their secret key as the system log would require them to log in to the system to access. 
b. Email method: Agencies should save email with the appended signature in Outlook MSG format or PDF format. The record can be saved in one single document as long as it shows both the approval and the transaction details (i.e. shows the entire email thread).
5.	For electronic records created using other than through in-system approvals and emails (i.e. signed document format):
a. Agencies should save the documents in ordinary PDF format. As PDF is an open standard, obsolescence is less of a concern.
b. Previously, PDF Advanced Electronic Signatures – Long-Term Archival (“PAdES-LTA”) format (a sub-type of PDF)[footnoteRef:1] was recommended for storage purposes as it embeds signature validation information into document, making it verifiable for the long-term. However, this is onerous for Agencies as the WOG Signing Certificate solutions only output in ordinary PDF format, and hence Agencies can only store it in ordinary PDF format. In addition, there may not be a need for such high archival standards for documents signed using WOG Signing Certificate, as WOG Signing Certificate can only be used for intra-Government transactions from 1 September 2021 and documents that need to be referenced over decades typically require SES-level assurance. As such, subject to para 9(c) below, agencies can continue using WOG Signing Certificate and storing it in ordinary PDF format, for intra-Government transactions from 1 September 2021. [1:  PAdES-LTV is an older version of PAdES-LTA and is accepted as well, but PAdES-LTA remains to be the recommended format.] 

6.	For electronic records signed using Sign with Singpass, all methods produce documents in the recommended PAdES-LTA format. SNDGO will monitor relevant technological developments, including the security of the cryptographic algorithms underlying Sign with Singpass signature, and will issue new guidelines to Agencies on record migration and security refresh (see para 8) when necessary.
7.	In general, for whichever method chosen, Agencies should maintain the original electronic record and validation data in a secure repository and ensure that the data can be referenced throughout the retention period.
Retention period
8.	For all electronic records (including those created using Sign with Singpass signatures, other SES or OES), Agencies should first evaluate what retention period is required for a particular transaction, in accordance with the IM on Office Admin (Management of Public Records), and taking reference from current practices for the non-electronic equivalent as a starting point. While the appropriate retention period would ultimately depend on the nature of the specific transaction, these are some factors that should be taken into consideration: 
a. Whether there is a requirement for the electronic record to be retained for a certain period of time;
b. The nature and purpose of the transaction and the degree of risk and the value of the transaction; and
c. Whether the agency will need to rely on the electronic record in the future as proof in the event of a dispute or legal challenge, and if so, the relevant limitation period for the type of action anticipated, among other factors.
Migration of records
9.	Where the retention period for a transaction is relatively short, there may not be a need to take extensive steps to manage the records for such transactions. For transactions with longer retention periods, some possible measures may include: 
a. Migration: Agencies should ensure that the original records and the accompanying verification data are kept such that it is possible to prove the authenticity of the records. If the records are kept in formats that are becoming obsolete or if the records need to be migrated, Agencies should take measures to ensure that this migration should be done without compromising the authenticity of the records or signatures.
b. Re-signing: If the record is signed using a digital signature, Agencies may affix a new digital signature on top of the existing signature before the original cryptographic algorithms lose their ability to remain secure. This new digital signature does not require the original signatory; rather, it is a second layer created by the agency that provides further security together with the earlier digital signature and verification data.
c. Note on WOG Signing Certificate: Records signed using WOG Signing Certificate before 2021 should be stored in ordinary PDF format. If there is a need for high assurance for its authenticity and integrity or long-term archival for these documents, Agencies should re-sign the document using Sign with Singpass as described in 5(b). 
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