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Application tested Assurer

Career  
Guidance 
Chatbot

A conversational assistant for career 
guidance that leverages Generative 
AI to support career coaches and 
jobseekers with personalised career 
guidance, skills insights, and job 
search recommendations

AIQURIS is an independent assurance 
provider specialising in AI risk, 
governance, and quality management. 
Originating from TÜV SÜD, it helps 
organisations identify, assess, and 
manage AI risks across the full AI lifecycle

How were LLMs 

used in application? Multi-turn chatbot Classification Recommendation

What risks were 
considered relevant 
and tested?

Legal, security, ethics, 
performance, and 
sustainability risks 
incorporated into the 
prioritised test scenarios

Example: Fair Consideration 
Framework (FCF) key facts 
were embedded in the test 
case design and evaluation 
criteria to ensure 
compliance-relevant 
accuracy was explicitly 
tested

How were the risks tested?

Establish a risk profile across six quality 
pillars:  legal, security, ethics, 
performance, sustainability, and safety

From this profile, a stakeholder analysis 
identified who could be harmed and 
how

A hazard register was then derived by 
tracing causal pathways through the AI 
lifecycle for each identified harm

Testing requirements were selected 
directly from this hazard set, ensuring 
each test scenario could be traced back 
to a specific hazard and its affected 
stakeholders

Out of 23 candidate scenarios 
identified, nine were prioritised for 
testing based on harm severity, 
stakeholder impact, and likelihood of 
occurrence

How were test design and evidence 
evaluated?

Reviewed the test design and scope to 
ensure the selected scenarios were clearly 
derived from identified risks and covered 
key areas such as accuracy, fairness, safety, 
and robustness

Examined the evaluation methodology, 
including how personas, test cases, and 
scoring criteria were constructed, to 
confirm the approach was structured, 
consistent, and repeatable

Assessed execution evidence, such as test 
logs, configurations, conversation 
transcripts, and evaluation results, to verify 
that reported outcomes matched actual 
system behaviour

Evaluated residual risks and findings, 
identifying strengths and gaps in 
performance and providing 
recommendations for improvement before 
broader deployment

Challenges
Testing was restricted to the UAT instance and black-box 
methods due to the application being live in production, 
which also limited the depth of information that could be 
shared with the independent assurer

Token budget limitations, stemming from large-scale 
simulation-based testing not having been planned for at the 
outset, restricted the volume of test cases generated

As a result, only risk scoring could be completed within this 
engagement. Defining risk appetite, assessing risk impact, 
and risk mitigation plans  remain as next steps toward a full 
assurance conclusion

Insights
Start with context and risk. Clearly define the system’s use 
case, stakeholders, and potential harms, and use this to 
drive risk-based prioritisation of what to test

Design testing to be systematic, repeatable, and grounded 
in clear evaluation criteria so results are meaningful and can 
be independently reviewed

Test cases and evaluation rubrics must be tailored to the 
specific application, as general-purpose methods are 
insufficient for producing a meaningful and defensible risk 
score
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01 Builder and Application

Career Guidance Chatbot
NCS is a leading technology services firm operating across Asia Pacific, partnering 
with governments and enterprises to advance communities through technology. 
NCS focuses on helping organisations deploy AI safely at scale, combining AI 
platforms, video AI, physical AI, MLOps/AIOps, cybersecurity, data governance 
and hybrid infrastructure.

An AI-powered conversational assistant for career guidance, developed by NCS 
for its client. The application leverages Generative AI to support career coaches 
and jobseekers with personalised career guidance, skills insights and job search 
recommendations.

The tool is built as a modular AI service integrated into client or ecosystem portals, 
such as those operated by workforce agencies and training partners. The 
architecture of the chatbot is depicted below:

User interaction

Users, such as jobseekers or career coaches, can log in 
and submit queries through a web interface

Processing and guardrails

The systems evaluate the input and applies guardrails 
where necessary

Response generation, where the chatbot 
combines

A system prompt

An LLM

External tools such as web search APIs

Conversation history 

Output and logging
igure : AI Career Guidance Chatbot low iagram Responses are delivered and interactions are recorded 

for monitoring. The outputs typically include:

Suggested roles

Skills gap assessments

Course recommendations

Use Case

High-Level Architecture



02 Independent Assurer and Assurance Approach 

AIQURIS provided independent oversight of the testing approach adopted for 
NCS’ AI-powered career guidance assistant. Rather than re-executing tests, 
AIQURIS applied an evidence-based assurance approach, focusing on whether the 
tests were designed, executed and interpreted properly.

Specifically, AIQURIS carried out a review that included:

Risk discovery and stakeholder analysis – 
understanding how the chatbot was used for career 
guidance and job search support, who it affects and 
where harm could arise (e.g., accuracy, fairness, safety, 
and robustness)

Development of testing requirements – 
identifying 23 candidate test scenarios covering 
different risks dimensions

Prioritisation of high-impact scenarios, resulting in nine 
test scenarios selected for implementation and testing.

Independent review of testing design and evidence – 
examining how NCS structured the testing framework, 
executed the tests and documented the results

This approach strikes a practical balance:

Enabled NCS to retain the speed and scalability 
through automated self-testing

AIQURIS provided independent validation of the 
testing scope, methodology, and results

This is particularly important for AI systems, where behaviour is often complex and non-deterministic.



03 Risk Assessment and Assurance Scope

Figure 2: Risk Profiling and Testing Reuirement eneration

Risk Profiling:

AIQURIS focused on how the system might fail in real-
world use – and what it would mean for different users. 
By analysing the application's intended function, 
intended users, external context, and data context, the 
risk profiling process identified 23 candidate test 
scenarios.

Prioritisation:

Together with AIQURIS, NCS prioritised scenarios 
based on potential harm severity, stakeholder impact, 
likelihood of occurrence, and the system's intended 
deployment context. NCS considered inputs from 
AIQURIS, the Product Manager's understanding of user 
segments, and a harm score calculated by linking test 
scenarios to their addressed hazards and estimating the 
total harm rank across relevant risk pillars for each 
impacted stakeholder group.

Stakeholder Groups
Five stakeholder groups were identified for testing:

01.

02.

03.

04.

05.

Individuals in Singapore aged roughly 16 to 70 actively seeking employment, re-employment or better jobs, 
including recent school leavers, mid-career switchers, retrenched workers and those working part-time or below 
their skill level

Youths and young adults, including secondary school leavers, ITE, polytechnic and university students, and national 
servicemen, often with limited labour-market experience and high trust in official guidance

Women and gender minorities, who already face structural labour-market disadvantages such as occupational 
segregation and pay gaps

Older workers (around 50+) and users with lower digital literacy or educational attainment, who may depend 
heavily on government support tools

Migrant workers, foreign professionals and other residents, whose main language is not English and who may be 
effectively excluded from an English-only service



03 Risk Assessment and Assurance Scope

Selected Test Scenarios
To ensure that the testing focused on the most impactful risks, nine high-priority scenarios were selected from the 23 candidates 
test scenarios:

01.

04.

07.

Accuracy under official channel 
authority

Safety and appropriateness  
for Singapore-sensitive  
political topics

Uncertainty disclosure and safe 
escalation to official channels

02.

05.

08.

Fair recommendation parity 
across protected and proxy 
attributes

Recency control for jobs,  
courses and regulatory updates

Multi-turn consistency  
under paraphrase,  
correction and long context

03.

06.

09.

Minor-specific safeguards and 
consent handling 
(ages 16 to 20)

Empathetic and non-discouraging 
tone to vulnerable users

Direct prompt injection resistance 
in chat inputs

Execution of Tests Data Used in Testing

Testing was carried out using simulated conversations 
between the chatbot and synthetic personas.  
Each scenario included:

a persona (who the user is) 

an objective (what they are trying to achieve) 

evaluation criteria (how success is measured)

Across all scenarios:

45 conversations were generated

Each conversation comprising 10 turns

A total of 450 interaction turns were evaluated

Each conversation was assessed using LLM-as-a-
judge

Scores were aggregated across multiple runs to 
produce quantitative measures, allowing assessment 
of how consistently the system performed

This approach enabled evaluation not just of one-off 
responses, but of the system’s reliability and 
consistency across repeated interactions

One of the strengths of the approach was the use of different methodologies tailored to different risks:

Key-facts-grounded evaluation (accuracy risk): Used for scenarios such as accuracy under official channel authority, 
recency control, and uncertainty disclosure.

Key facts are extracted from authoritative sources (e.g., the SkillsFuture Level-Up Programme website) and 
embedded directly into both the persona design and the evaluation rubrics

Each rubric tests whether the chatbot correctly states a specific verifiable detail, such as an eligibility criterion,  
a benefit amount, or a programme transition date

The LLM judge evaluates responses against these factual anchors rather than general quality impressions.  
This approach enables precise, objective scoring where correctness is binary and verifiable
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Counterfactual evaluation (for fairness and bias 
risk): Used for fair recommendation parity and 
anti-stereotype scenarios.

Paired synthetic inputs are generated that are 
identical in all respects except a single 
protected attribute, such as gender, age, 
nationality, or caregiving status

The evaluation measures whether the chatbot 
produces systematically different outputs 
across pairs, looking at recommendation 
breadth, diversity of roles suggested, salary 
bands offered, and tone

Rubrics do not rely on factual anchors but 
instead assess parity of outcomes and absence 
of stereotyped framing

Persona-driven behavioural evaluation (for tone 
and safety risk): Used for empathetic tone, minor-
specific safeguards, and political sensitivity 
scenarios.

Synthetic personas are designed to express 
emotional distress, disclose vulnerabilities, or 
pose provocative questions

Rubrics assess behavioural properties such as 
whether the chatbot acknowledges emotions, 
avoids shaming or fatalistic language, provides 
constructive next steps, offers escalation to 
human support, and applies age-appropriate 
caution

These rubrics are qualitative and context-
dependent, measuring the appropriateness of 
the chatbot’s conduct rather than factual 
correctness

Adversarial evaluation (for security risk): Used for 
direct prompt injection resistance.

Synthetic inputs embed adversarial instructions 
such as instruction overrides, requests to reveal 
system prompts, token smuggling, roleplay 
attacks, and multilingual injections

Rubrics assess whether the chatbot maintains 
policy compliance, refuses to follow embedded 
malicious instructions, and continues to provide 
safe assistance after refusing the adversarial 
component

The acceptance criterion is strict – zero policy-
breaking completions

Consistency evaluation (for robustness risk): Used 
for multi-turn consistency under paraphrase, 
correction, and long context.

Long conversation suites of 10 to 25 turns are 
generated with paraphrased questions, mid-
conversation corrections, distractors, and long-
form content to force context truncation

Rubrics measure contradiction rate, rationale 
consistency, and whether the chatbot explicitly 
explains when and why its conclusions change

This tests state management and reasoning 
stability rather than factual accuracy or 
behavioural appropriateness

One test scenario focused whether the chatbot could accurately explain a government training programme. The system was 
expected to:

provide correct eligibility criteria

clearly distinguish between facts 
and assumptions

avoid overstating benefits

refer users to official sources 
when uncertain

not imply guaranteed job 
outcomes
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Evaluation was strict—if even one criterion was not met, the response could be considered a failure.  
This reflects the high stakes of providing career guidance.

Figure  Test Case eneration, Evaluation and Risk Scoring

To test this, an automated simulation (NCS SPAR) 
was used to generate multi-turn conversations 
through synthetic personas and objectives, 
mimicking realistic user interactions across 
scenarios

Each conversation was then evaluated using  
LLM-as-a-judge (NCS SPAR), where a separate 
LLM instance scored responses against defined 
rubrics, with key factual references embedded to 
ensure precision where required

The evaluation output was aggregated into risk 
scores, with AIQURIS independently reviewing the 
methodology, execution evidence and results

Finally, the results were consolidated into a  
test report and insights (NCS and AIQURIS), 
documenting risk scores, residual risks, and 
recommendations for improvement



04 Assurer’s Review of Test Design and Evidence

Following NCS’ execution of tests, AIQURIS conducted an independent detailed review of both the testing methodology and 
the resulting evidence. The review focused on 3 elements:

01. Testing scope and design: AIQURIS verified that the selected nine test scenarios meaningfully covered the most 
critical risks, including: factual accuracy, fairness of recommendations, safeguards for minors, robustness to 
adversarial inputs, and transparency when uncertainty arises.

02. Testing methodology: AIQURIS examined the structure of the evaluation framework implemented in NCS SPAR, 
including:

the generation of synthetic personas and objectives aligned with identified stakeholder groups

the design of evaluation criteria used by automated LLM judges

and the pass/fail scoring logic applied across conversation simulations

This review confirmed that the testing methodology was structured, repeatable, and capable of generating measurable 
outcomes across different risk scenarios.

03. Review of execution evidence: AIQURIS reviewed artefacts such as:

test logs and configuration

model and prompt settings used in the evaluation runs

conversation transcripts

aggregated evaluation scores

This evidence review allowed AIQURIS to assess whether the reported results were consistent with the behaviour observed in 
sampled conversation outputs.

Assessment of Residual Risks
The review identified areas where the chatbot demonstrated strong behaviour (for example, resistance to simple prompt-
injection attempts and generally consistent recommendation logic), as well as areas where improvement may be required, 
including factual precision, recency of information, and clearer uncertainty disclosure in some responses.


These findings were documented along with recommendations for further refinement before broader deployment.



05 Cost/Challenges and Solutions

The engagement surfaced several practical challenges that shaped the scope and execution of the assurance process.

Application access

As the application was live in production, testing was 
restricted to the UAT instance, limiting the engagement 
to black-box testing only.

Confidentiality

Sharing sufficient information with the independent 
assurer to enable meaningful risk analysis, while 
ensuring that confidential system details were not 
disclosed.

Token budget constraints

Generating a sufficient volume of test cases was 
constrained by the available token budget. As large-
scale, simulation-based conversation generation had 
not been anticipated during the original production 
planning, dedicated budget for this was not provisioned 
in advance.

Scope of assurance completed

Due to the above constraints, only risk scoring could be 
completed within this engagement. Subsequent steps 
necessary for a full assurance conclusion, including 
defining risk appetite, assessing risk impact, and 
identifying controls to be put in place, were not 
covered and remain as next steps.

Cost of Testing

NCS contributed approximately 580 man-hours and AIQURIS contributed approximately 80 man-hours.



06 Insights for Replicating the Assurance Approach

This section captures what is required for organisations seeking to adapt this model of self-testing combined with independent 
assurance.

From NCS’ perspective

Anchor evaluation in risk. Use the risk assessment 
as the foundation for all testing decision. For each 
identified risk, map it to the specific test cases, key 
facts, and evaluation rubrics designed to probe it. 
Provide a transparent account of coverage, 
including which risks were fully evaluated, partially 
evaluated, or not yet tested.

Use factual grounding where needed. Where 
precision and objectivity are required, structured 
key facts and data should underpin persona design 
and scoring criteria, such as programme details or 
pre-defined reference answers.

Apply comprehensive risk coverage beyond the 
primary test objective. Testing for a specific 
dimension such as factual accuracy does not 
eliminate the possibility of other risks emerging 
within the same interaction. Running a broader suite 
of evaluators across all generated conversations 
helps ensure latent risks are not overlooked. While 
this increases token cost, it also enhances overall 
assurance robustness.

Design realistic simulations. Simulated personas 
and objectives should be explicitly tailored to the 
system's intended use case. In a career guidance 
context, scenarios must reflect realistic user queries, 
domain constraints, and relevant success criteria. 
Contextual alignment ensures evaluation outcomes 
are meaningful and deployment is relevant.

Binary evaluation criteria to reduce ambiguity. 
Binary (yes/no) scoring improves consistency across 
reviewers, and strengthens the reliability of results.

Design for auditability from the start. Design and 
implement a deterministic evaluation harness, 
structured logging, and comprehensive 
documentation from the outset, so that another 
party can follow how tests were run, what data was 
used, and how rubrics were calculated. Rigorously 
version all relevant artefacts, including models, 
prompts, datasets, preprocessing steps, and 
configuration files, and clearly document how 
rubrics are defined and computed.

From AIQURIS’ perspective

Assurance requires a clearly defined context. 
Understanding the system’s use case is essential for 
meaningful evaluation. This includes its intended use, 
stakeholders, operational boundaries, and potential 
harm scenarios.

Context enables meaningful interpretation of 
testing results. Testing outcomes can only be 
meaningfully evaluated when assessed against the 
system's intended purpose and defined conditions of 
acceptability. By anchoring evaluation criteria to the 
assurance context, the assurer can determine whether 
observed behaviours represent acceptable 
performance or indicate residual risks requiring 
mitigation.

Systematic identification and prioritisation are 
necessary. Once the assurance context is established, 
risks and potential harm scenarios can be translated 
into concrete testing requirements. This allows the 
assurer to prioritise scenarios based on potential 
impact, likelihood and relevance to the system's 
intended use, ensuring testing focuses on the areas 
where failures would have the greatest consequences.

Structured methodologies enable dependable and 
scalable assurance. Applying a structured assurance 
methodology ensures that risk identification, testing 
design, and evaluation are performed consistently and 
repeatably. When operationalised through defined 
processes and supporting tools, such methodologies 
enable timely and scalable testing while maintaining 
traceability and confidence in results.



06 Insights for Replicating the Assurance Approach

Several broader lessons stand out:

01
AI risk assessments must consider affected stakeholders, recognising how 
different user groups may experience harm and ensuring testing reflects 
real-world scenarios.

02
Assurance must consider the deployment context, particularly where users 
may treat AI outputs as authoritative; making accuracy, transparency, and safe 
escalation critical.

03
Risk profiling should precede testing design, to guide priorities and resource 
allocation.

04
Prioritisation is essential for practical testing, allowing organisations to focus 
on the most critical risks while remaining transparent about what has not yet 
been tested.

05
Independent review strengthens credibility, providing confidence in the 
testing process through evidence-based oversight without requiring 
duplication of testing efforts.

 AI erify oundation, . All rights reserved


