Trial Guide for StackOps Elastic (Serverless)

Objective

The StackOps Elastic trial allows users to explore observabilities in StackOps Elastic. The intent
of this document aims to guide users on how to setup StackOps Elastic to monitor a
manageable subset of their workloads during the trial and understand how to use Elastic
observability for their day-to-day operation needs using capabilities like:

e Cloud resource monitoring
e Applications monitoring
o Synthetic monitoring
o Application Performance Monitoring (APM)
e Alert setting to zoom in failure or performance degradation
e Log query for troubleshooting

Background

The Strategic Imperative for Observability in Government

The focus moving from monitoring toward observability is fundamentally an architectural
response to the complexity of distributed systems and microservices.

Traditional monitoring typically focuses on "inside-out" metrics—simple indicators of whether a
server is up or down—which often results in the "watermelon effect," where dashboards appear
green while users experience significant degradation.

Observability adopts both “inside-out” and "outside-in" approach, prioritizing user centricity
and multi-signal correlation across logs, metrics, and traces to answer why and how a problem
occurred rather than merely when it started.



StackOps Elastic Overview

StackOps Elastic is one of the central monitoring/observability components within the
Singapore Government Tech Stack (SGTS). Tailored for the Whole-of-Government (WOG),

StackOps Elastic offers enhanced observability, centralized log monitoring, data aggregation,
visualization, and security features across cloud applications and infrastructure.

By leveraging StackOps Elastic, agencies can improve system reliability, enhance application

security, and streamline DevSecOps collaboration.

Architecture

The following reference diagrams outline how data is collected from the tenant’s environment,
securely transmitted, and processed within the StackOps platform for monitoring and analysis.
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BEFORE requesting for StackOps Elastic Trial

To make the most of your trial, please ensure to have the following ready:

1. A non-production GCC environment
This is the environment to be monitored during the trial.

2. Capability to access and provision cloud resources
The trial will require provisioning and configuration of cloud resources including, but not
limited to, the below:

a.
b.

d.
e.

Virtual machine- for installation of an Elastic Agent.

Private endpoint - for secure connectivity between your environment and
StackOps Elastic project.

Private hosted zone - to resolve your StackOps Elastic project to the private
endpoint instead of going to the Internet.

IAM permissions - an IAM role attached to your virtual machine
Configuration of security groups, NACLs and route tables (where required)

It is best to go through this document to identify where these resources are required.
For scenarios that require other Elastic integrations you may want to use for the trial,

you may refer to Elastic integrations (Elastic official documentation) as different

integration may require different cloud resources.

3. Network Connectivity
Port 443 is required for your environment to reach StackOps Elastic (outbound via the
private endpoint)

What is an Elastic Agent?
A single, unified agent that simplifies the collection of logs, metrics, and security data across your
entire infrastructure for monitoring.



https://www.elastic.co/docs/reference/integrations

Getting Started

Request For A StackOps Elastic Trial
Refer to Get a trial StackOps Elastic subscription (StackOps Documentation), it covers trial

eligibility criteria, prerequisites and how-to guides to submitting a trial request, conversion to a
paid subscription post trial and more up-to-date information.

Upon successful submission of your trial request, an email will be sent indicating that your
StackOps Elastic trial is ready!

Setting up your StackOps Elastic Trial
Follow these steps to setup your StackOps Elastic for monitoring:

1. Grant your teammates access - refer to Manage Elastic users.

2. Verify your access to Kibana URLs - refer to Verify Kibana URL.
a. There are TWO Kibana URLs: :
i. Observability Kibana URL
This directs to the StackOps Elastic Observability project
i. Security Kibana URL
This directs to the StackOps Elastic Security project
b. For the purpose of this trial, we will use the Observability project mostly for the
guide (unless explicitly stated).

What is Kibana?
Kibana is the user interface (Ul) for your StackOps Elastic project, acting as a real-time window to
manage your data and your project.

What is the use case of each project?
StackOps Elastic consists of two projects in a suite. Each project type serves a different purpose. Refer
to this link for more information.



https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/subscription/subscribe-trial?product=StackOps
https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/manage-users?product=StackOps
https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/create-elastic-deployment?product=stackops&id=step-2-verify-kibana-url
https://www.elastic.co/docs/deploy-manage/deploy/elastic-cloud/serverless#choose-a-project-type

3. Secure the connection between your workloads and StackOps Elastic so that your
traffic never traverses the public Internet.

FOR THE PURPOSE OF THIS TRIAL, the steps for this differ from Configure secure
connection in the Developer Portal, follow the below steps instead:

a. Carry out Step 1: Create private endpoints to Elastic Cloud

b. Skip Step 2: Create traffic filters.

To create a traffic filter in trial, raise a service request following the format below:

Follow the format provided here.

Field Value
Summary Create traffic filter for Trial
Description

Traffic Filter Name: {Enter a preferred name, no
underscore and limited to 80 characters}
Traffic Filter Description (optional): {Enter a description}

CHOOSE ONLY ONE FROM BELOW:

AWS Private Endpoint(s): {VPC Endpoint IDs}

Azure Private Endpoint: {Resource Name and Resource
GUID}

IP Filtering: {Source IP addresses or CIDR ranges}

StackOps SR Category

Serverless

StackOps SR Sub Category

Virtual Private Cloud (VPC) Endpoint / Traffic Filter

Account Short Name

{Account short name}

Deployment Name / Kibana URL | {Suite Name}
Current Elastic Version Serverless
Preferred Date/Time {Preferred date/time)
Environment QA/UAT/DEV
Reporting Agency {Your Agency}

c. StackOps support team will respond that your approval is required to complete

the traffic filter creation. Approve the traffic filter request in GovTech Console -

Approvals:

i.  Find the request named StackOps - [Create]<Account Short

Name>_<Filter Name>.

i. Click Manage, check the traffic filter details match your service request

information.



https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/create-endpoint?product=StackOps
https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/create-endpoint?product=StackOps
https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/create-endpoint?product=StackOps
https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/create-traffic-filters?product=StackOps
https://sgtechstack-cep.atlassian.net/servicedesk/customer/portal/109/group/135/create/301
https://console.developer.tech.gov.sg/core-sec/approvals/
https://console.developer.tech.gov.sg/core-sec/approvals/

iii.  Click Approve once all information is verified to be correct.

d. Carry out Step 3: Associate traffic filters to associate your traffic filter to your
project.

e. Carry out Step 4: Verify your endpoints upon completion of the service request.



https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/associate-disassociate-traffic-filters?product=StackOps
https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/verify-endpoint?product=StackOps

Serverless Trial Guide (AWS)
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Setting up Monitoring

In the upcoming sections, you are going to focus on the following items in your 14-day
StackOps trial journey.

STACKOPS ELASTIC - AWS OBSERVABILITY TRIAL

Your 14-Day Journey

I a3 -+fred = T 11 L) &
S l

o
Synthetic AWS Cloud Web Server Day 2 Ops &
i Dashboards

Stage 1: Single Page Browser Health Check

The trial begins with lightweight monitors, including ICMP, TCP, and HTTP pings. An ICMP
monitor verifies network reachability, while an HTTP monitor checks that a specific URL returns
a successful status code (e.g., 200 OK) and contains expected response text. These monitors
can be configured to run at high frequencies—every minute or less—from multiple global
locations or private locations within the agency's own network.

To configure the Single Page Browser Health Check, follow the steps below to monitor from
Elastic multiple global locations.

1. In Kibana, go to Applications — Synthetics — Overview

2. Create a Single Page Browser Test monitor.



& ) national-parks Q Findcontent... %/ | @ €5 AlAgent (SM

@ Applications « 3 off Explore data Alerts Settings

overview

Service inventory
@ Traces Create a single page browser monitor

Discover Or select a different monitor type to get started with Elastic Synthetics Monitoring.

Dependencies
Website URL

Dashboards

Synthetics
B Overview For example, your company’s homepage or https://elastic.co.

Workfiows - Locati

TLS certificates ocations
A
Aerts Select locations where monitors wil be executed.

5] @ Create monitor

For more information, read our Getting Started Guide

More

3. Enter your agency’s public URL and select a location (Asia/Pacific - Singapore) — Create
monitor

4. Click on your newly created monitor

Monitors 0 Refresh

Overview Management  Errors

Q Search by name, URL, host, tag, project or location Type 1 v Location 1 v Tags 0 v Frequency 1 v

Summary Last 30 days

2 0 3 /

Configurations  Disabled Test runs
Showing 1-2 of 2 Configurations Bulk actions »  Spaces Default v
Monitor T Type O Frequency Locations Tags Enabled Spaces Actions
https://www.elastic.co ® Journey 10 minutes ® Asia/Pacific - Singapore - © )] H
https://www.gov.sg © Journey 10 minutes ® Asia/Pacific - Singapore - © . H

A
=
v

Rows per page: 10 v

Dopamine Moment: Within 60 seconds, you'll see a green checkmark!



https://www.elastic.co -

Overview  History

Summary To date

100.000%

Availability

Monitor details
Enabled (all locations)
URL

Last run

Last modified
Monitor ID

Monitor type
Frequency

Locations

Tags

Location Status Lastrun
Asia/Pacific - Singapore  Succeeded 40 seconds ago
Errors Alerts
4.0s
Median duration Errors
Duration trends To date
D 50s ® Max
https://www.elastic.co/ & 40s 75th
Sep 9, 2026 @ 8:34:20 AM Median
30s 25th
Sep 9, 2026 @ 8:32:27 AM Min
1556a027-9a90-417f-8f1e-add8bb20a0e0 20s
® Journey Los
Every 10 minutes
0.0ms
® Asia/Pacific - Singapore 08:33 08:34

September 9, 2026

e Scroll down to the Last test run and click on the View step 1 details - you'll see a
breakdown of webpage load times

Last test run Complete Sep 9, 2026 @ 8:34:20 AM [ View test run

# Screenshot Step name Result Last succe Y/ NESEY R R TS
—
. Complete
1 E Go to https://www.elastic.co 0 ms
after 4.04 s
.- L__E=—
1. Go to https://www.elastic.co Step =~ sats  Locatin Date
Step 10f 1 Complete  Asia/Pacific - Singapore  Sep 9, 2026 @ 8:34:20 AM
Screenshot Timing breakdown ® Last 24 hours
20.0ms
Blocked 146s —
. S DNS 30ms —  isoms
Better retrieval. Connect 361s —
Better answers. 10.0ms
TLS 196s —
[ B Wait 19.66s — Sems
Receive 2519 s
00ms 12:00 18:00 00:00 06 mz'
Send S September 6, 2026 September 9, 2026
Metrics Definitions := Object weight Total size: 10 MB Object count Total: 342
40s — Ms— 587 ms — HTML 116 KB HTML 21
Step duration LCP ® FCP @ css 523KB css 16
0.04730110 Oms — 10 MB — Font 71K Font | 2
242962837 DCLO Transfer size ® Js 4MB Js 17
CL_S ® Image 3MB Image 98
Media 0 Bytes Media V]
XHR | 19KB xHR [ 19




Stage 2: Cloud Resource Monitoring

Now we move into the monitoring of your Cloud Resources. For this section the trial shall focus
on the monitoring of EC2 instances and AWS Cloud Infrastructure.

Elastic provides an Agent (Elastic Agent) which allows you to collect logs and metrics from
multiple data sources via one unified Agents, this Agent then ships all data over to the
Elasticsearch backend

e.g Frewall, Network Switeh ete

Remote
Hardware

HTTP, Syslog, ete

Elasticsearch
Your host astiese
N\
External Infrastructure
Monitoring data Ingestion

Agent

S AN

mimn

Monitored services
on host

For this next part, we are going to set up an Elastic Agent in order to collect telemetry from AWS
EC2 Instances.

GETTING STARTED WITH ELASTIC OBSERVABILITY & AWS

Collect Amazon EC2 metrics in 3 simple steps

g o o
OBSERVABILITY
Y= @ iz
MANAGEMENT
HOST
HOST AL R
1. ADD ELASTIC AGENT 2. ENROLL IN FLEET 3. COLLECT EC2 METRICS
Install the Agent Manage Agents centrally Add the AWS Integration

on your host. with Fleet. to start monitoring.



The following steps will guide on setting up monitoring for an AWS EC2. It involves setting up an
Elastic Agent and configuring an agency policy to integrate with AWS CloudWatch to monitor
the EC2 instance. Similarly, the agency policy can be configured to pull other AWS Cloud
Resource telemetries for monitoring.

There are two options for this, we are going to use the Elastic Agent option, however, moving
forward you can also use the Agentless option.

1. Use the Elastic Agent (You host the Elastic Agent)
2. Use Elastic Managed Integrations (Agentless)



EC2 Monitoring (Elastic Agent Approach)

Add the Elastic Agent and Enroll in Fleet Management
1. Go to the Centralised Agent Management:

a. InKibana, go to Agents in Data Management — Fleet

b. Or, the quick route - use the Find content search bar in the top right of the
screen and search for Fleet

Fleet Management in Elastic Observability acts as a central hub for deploying and
managing Elastic Agents. It allows you to monitor the health and status of enrolled agents and
manage applied policies, eliminating the need for manual SSH access to individual servers for
configuration changes.

& ) national-parks v Q Find content... %/ ® & AlAgent SM
& Data management ©® We've added new privileges that let you define more granularly who can view or edit Fleet agents, policies, and settings. Learn more. X
Overview
Ingest and Integrations
9 ot Fleet
@ Integrations
Discover Agents  Agent policies  Enrollment tokens  Uninstall tokens ~ Data streams  Settings

Fleet

=l Ingest Pipelines © Agent activity @ Add
.

Logstash Pipelines
= Q  Filter your data using KQL syntax Status @~ Tags 1 v  Agentpolicy 0 ™ Upgrade available
Content Connectors

Workflows
Showing 0 agents @ ® Healthy © Unhealthy 0 Orphaned 0 e Updating 0 Offine 0 ® Inactive 0 Unenrolled 0 Uninstalled 0
A Indices and data streams
L Index Management Status Host Agent policy & cPU® Memory ©® Lastactivity & Version Actions
8 Transforms
cases No agents enrolled

Data Set Quality

@ Dat
st0s ata usage @ Add agent

B o

& D 5 @

2. Add an Elastic Agent:
a. Click “Add Agent” to configure the agent.

3. Click “Create new agent policy”, this shall bring up the Create Policy wizard



o What type of host do you want to monitor?

Settings for the monitored host are configured in the agent policy . Choose an agent
policy or create a new one.

Create new agent policy

My first agent policy v

The selected agent policy will collect data for 0 integrations:

4. What type of host do you want to monitor:

a. Enter a policy name — ensure “Collect system logs and metrics” is checked
— select “Create policy”

= FYI: In this step, you create a new or select an existing agent policy. This
policy acts as a configuration template, telling the agent exactly which
data to collect—such as system logs and metrics—without needing to
configure individual files on the host.

o What type of host do you want to monitor?

Settings for the monitored host are configured in the agent policy @. Create a new agent
policy to get started.

AWS Data Collection Create policy

Collect system logs and metrics @)

> Advanced options

5. Enroll into Fleet:
a. Ensure “Enroll in Fleet (recommended)" is selected

= FYI: This allows the agent to be centrally managed via Kibana Fleet
Management interface. Alternatively, you can run the agent in Standalone
mode to be individually managed.

6. Install the Elastic Agent on to your host:

a. Select the OS that the Elastic Agent will be hosted, to copy the command lines




to install the agent onto the target host.

* Note: If you need to run the Agent without root privileges, add the
--unprivileged flag to the elastic-agent install command

b. Run the commands on the desired EC2 instance to install the Agent and enroll
this in fleet

& dl national-parks Q Findcontent.. ®/ @ & AlAgent (SM
o Data management Add agent X
Overview
Ingest and Integrations
@ Add Elastic Agents to your hosts to collect data and send it to the Elastic Stack.
Integrations
Discov
Fleet Agents to have root privileges. To ensure that all data required by the
. integrations can be collected, enroll the agents using an account with
o Ingest Pipelines root privileges. For more information, see the Fleet and Elastic Agent
e Guide 17
Logstash Pipelines
= « System
Content Connectors
Workflows
To install Elastic Agent without root privileges, add the --unprivileged
A Indices and data streams. : .
ert flag to the elastic-agent install command below. For more
erts
Index Management information, see the Fleet and Elastic Agent Guide =
8 Transforms i
o MacOS aarch... DEB aarch... RPM aarch... 4
Data Set Quality
@
Data usage curl -L -0 https://artifacts.elastic.co/downloads/beats/ela [
o tar xzvf elastic-agent-9.5.3-linux-arm64.tar.gz
. cd elastic-agent-9.5.3-1inux-arm64
° sudo ./elastic-agent install --url=https://al@ebadfbebf4pse
More
4 Confirm agent enrollment
@
o>
© ) Listening for agent
8
%2 Aftar tha amant atarte 1in tha Flactin Qtack listane far tha anant and
Close

7. Confirm agent enrolment:

a. Once the commands are executed on the host and the Elastic Agent is correctly
installed, you will get the following confirmation.




v Agent enroliment confirmed

v 1agent has been enrolled.

View enrolled agents

v Incoming data confirmed

v Incoming data received from 1 of 1 recently enrolled agent.

8. View information on the installed elastic agent:

a. Click “View enrolled agents”, this will show the host in the Fleet Management
dashboard.

b. Select the new Agent in the Fleet Management dashboard

FYI: The Fleet management provides the following information and
capabilities on the selected Elastic Agent:

Real-Time Resource Monitoring: The Overview section provides an
immediate snapshot of the agent's footprint on the host.

Operational Status: The agent is marked as "Healthy," with a "Last
activity" timestamp that confirms it is actively communicating with
the Fleet server and successfully shipping data.

System-Level Integrations: The right-hand panel lists the active
system integrations configured for this host, which are responsible
for capturing standard OS metrics and logs to provide baseline
observability.

Version Control & Maintenance: The interface identifies the current
Agent version and includes an "Upgrade available" notification (if one
is available), demonstrating how Fleet simplifies the lifecycle
management of agents across an infrastructure.

Troubleshooting Tools: Dedicated tabs for Logs and Diagnostics are




available at the top, allowing administrators to view internal agent
events or generate diagnostic bundles without needing to SSH

directly into the host.

& dl national-parks \/ Q Find content... %/ @ & AlAgent SM
@ Data management <
Overview
Ingest and Integrations
@ Integrations < View all agents
Discover . FETEREY
Fleet stackops-trial
Ingest Pipelines Agentdetails Logs Diagnostics ~ Settings
[Dashboards
Logstash Pipelines . :
= Overview Integrations
Content Connectors
Reiow P > system-1
CPUO 110% &7 View more agent metrics A sy
A Indices and data streams Memory ® 151 MB
Alerts.
Index Management Status Healthy
=]
Transforms Last activity Sep 09, 2026 8:53 AM
Cases
Data Set Quality Last checkin Running
@ message
Data usage 9
sLo:
= Agent ID aeaaf648-3741-467a-b70-766833c01638
H Agent policy AWS Data Collection
More rev.1
Agent version 953
Host name stackops-trial
@ Host ID ec29ef19126256269fc137a0ccfe60b0
o Output for Default output
] integrations
fig Output for Default output
monitoring
Logging level info

Dopamine Moment:

c. You have successfully created your first Elastic Agent policy, Installed your first Elastic
Agent, and assigned this policy to the Elastic Agent.

d. With this configured, the agents allow you to bridge the gap between raw data and the
Observability features.

e. By default, using the system integration, the System metrics will be pulled from the OS
automatically.

» This was added to the policy when we selected Collect system logs and
metrics in step 4

f. Here are some suggestions for you to explore the out-of-the-box capabilities from

Elastic:

* Navigate to the Infrastructure Inventory, this EC2 instance shall show up here

Click on the EC2 host under Hosts to learn more on the status of the EC2



national-parks Find content... %/ gent
] national-park Q @ é AA sM
& Infrastructure stackops-trial Open as page
Overview
Infrastructure inventory Overview Metadata Metrics Processes Logs Anomalies Osquery
@ Hosts
Discover
B v Sep9, 2026 @07:56:43630 >  Sep9, 2026 @ 08:56:43.630 .
Dashboards CPU Usage Normalized Load  Memory Usage Disk Usage
Average Average Average Max
=3
Workflows.
A 3.5% 15.1% 55.8% 33.5%
Alerts
v Metadata Show all -
8 Showing metadata collected on Sep 9, 2026 @ 08:56:34 ©
Coees HostIP © Host OS version ©
+1more 26.04 (Resolute Raccoon)
@ 172.31.46.211
SLOs
H More > Alerts © No active alerts [ Createrule Showall -
More
-G Streams
v Services © Show all -
82 Applications > ‘We were unable to find services running on this host. Click here to instrument your
services with APM. Troubleshooting o
® @ Infrastructure >
Agents
b @Ag v Metrics @
g €9 Machine Learning > CPU® Showall
2 Other tools >
% CPU Usage Normalized Load
3> Customize navigation 100% 100%
ol
= Navigate to Dashboards, in here you will see out-of-the-box dashboards
. M - “ ”
for the system metrics and logs, simply filter by “system
93 d) national-parks v Q Findcontent.. %/ | ® ¢ AlAgent (SM
@ Dashboards § <+ Create dashboard | v
Overview
groups
(<]
Discover
Q system| (] Recent-Old »  Tags v  Createdby v vt Starred
&
Dashboards Name Last updated | Actions
1 [System Windows Security] Failed and Blocked Accounts
Workflows Failed and blocked accounts. 9 minutes ago ®
N
Alerts [System Windows Security] Group Management Events
Group management activity. 9 minutes ago ®
=]
Cases
[System Windows Security] User Logons
@ User logon activity dashboard. 9 minutes ago ®
SLOs
H [System] Windows Overview
More Overview of all Windows Event Logs. 9 minutes ago ®
[Logs System] Syslog dashboard
® Syslog dashboard from the Logs System integration 9 minutes ago @
<>
e [System Windows Security] User Management Events
User management activity. 9 minutes ago ®
i

»  For example: [Metrics System] Overview

e This shall show the EC2 Instance where the Elastic Agent is

installed




<« [Metrics System] Overview

# Share & Bxport 1

@ 1 1 |Q Fier £ BlastiSminutes < @ > QO Refresh

System overview

To view host details, select a host from the list below by clicking the respective label

Memory used CPUused Host CPU usage Memory usage

52.50% 0.60%

Hosts Disk used

1 31.87%

Inbound traffic per second Outbound traffic per second

30 seconds)

Total transferred 835.86MB Total transforred 15.41M8

27.57vB 491.60kB

Collect Amazon EC2 Metrics

1. Ensure the EC2 Instance where the Elastic Agent resides has an an IAM role attached
to with CloudWatchReadOnlyAccess

a. FYI: This should have already been applied as per the pre-requisites
2. Go to the Centralised Agent Management:
a. InKibana, go to Agents in Data Management — Fleet

3. Select the Agent Policy you created in the previous stage (AWS Data Collection in the
example below)

Status Host Agent policy | CPU®D Memory @ Last activity | Version Actions
Healthy stackops-trial w 0.81% 268 MB 38 seconds ago 8.19.16
rev.
Healthy cal8fffd7fd7 E'“:'C Cloud agent policy & NIA © NA © 39 seconds ago 8.19.14 ©
rev

4. Select Add Integration

5. Search for “ec2” in the list of Integrations, this shall show an Integration for Amazon EC2

0 Select integration

Search our integrations collection.

[ ec? v

aws Amazon EC2

2 s AWS EC2 OpenTelemetry Metrics

6. Click on the Amazon EC2 Integration — Add Amazon EC2



7. Configure the Integration with the following settings
a. Configure Integration
m Integration Settings
1. Give the Integration a name, such as “aws-ec2”

2. Youdo not need to use any access keys, as the Elastic Agent will
use the Instance Role permissions assigned to the EC2 Instance
by default to access the AWS Resources

m Collect EC2 logs from S3
1. Ensure this is disabled

m Collect EC2 logs from CloudWatch
1. Ensure thisis disabled

a. If you want to collect the logs, just simple enable this and
provide the Log Group ARN for the EC2 logs in
CloudWatch

m Collect EC2 metrics
1. Ensure thisis enabled
b. Select Add integration
8. Dopamine Moment:

a. That'sit! Wait a few minutes, the Elastic Agent will now start collecting Amazon
EC2 Instance Metrics

m  Want to add additional data sources? Sure, just follow the same
process

1. For AWS Integrations, they follow a similar pattern:

a. Collect the Metrics from CloudWatch - just simply enable
them

b. Collect the logs from CloudWatch or S3

i.  Ensure you have the necessary permissions in the
Instance Role assigned to the EC2 instance to
access the underlying Logs in S3 or CloudWatch



b. Now you have the EC2 Metrics being collected, check out the out-of-the-box
dashboard called [Metrics AWS] EC2 Overview for some quick visualizations

Congratulations! You have now successfully created an Elastic Agent policy, installed an
Elastic Agent, and started collecting the local System Metrics and logs, along with the Amazon
EC2 metrics via the pre-built Elastic Integrations.

Added Bonus! Collect Amazon RDS Metrics (Optional)

Objective:

e |[f you’re using Amazon RDS for any of your workloads, let's quickly add those in.

1. Ensure the EC2 Instance where the Elastic Agent resides has an an IAM role attached
to with CloudWatchReadOnlyAccess

a. FYI: This should have already been applied as per the pre-requisites

2. Go to the Centralised Agent Management:

a. InKibana, go to Agent Policy in Data Management — Fleet

3. Select the Agent Policy you created in the previous stage (AWS Data Collection in the

example below)

Status

Healthy

Healthy

Host

stackops-trial

ca18fffd7fd7

Agent policy cPU® Memory © Last activity Version Actions
AWS Data Collection

rev. 1
Elastic Cloud agent policy & NA ©
rev. 4

0.81 % 268 MB 38 seconds ago 8.19.16

N/A © 39 seconds ago 8.19.14 ©®

4. Select Add Integration

5. Search for “rds” in the list of Integrations, this shall show an Integration for Amazon RDS




Add integration to policy

You are adding an integration to the selected policy.

° Select integration

Search our integrations collection.

l rds| v

aws Amazon RDS

2 ! AWS RDS OpenTelemetry Metrics
‘,ﬂ Elastic Synthetics Dashboards
T NetFlow Records

6. Click on the Amazon RDS Integration — Add Amazon RDS
7. Configure the Integration with the following settings
a. Configure Integration
i.  Integration Settings
1. Give the Integration a name, such as “aws-rds”

2. You do not need to use any access keys, as the Elastic Agent will
use the Instance Role permissions assigned to the EC2 Instance
by default to access the AWS Resources

ii. Collect RDS metrics
1. Ensure this is enabled
b. Select Add integration
Dopamine Moment:
1. After a few moments, the Metrics shall start collecting

2. And you guessed it! There are out-of-the-box dashboards for Amazon RDS related
data, go check them out!



Dashboards

Q RDS

All  starred
(] Name O

N [Metrics AWS] RDS Overview 52

— Overview of AWS RDS Metrics

Rows per page: 20

Recently viewed v Tags v Created by Vv © Create dashboard

Creator Last updated ) Actions

e 1 second ago =

Want to know more?

For a detailed step-by-step guide on configuring monitoring other AWS components

(like Lambda, S3, etc), you may refer to the online documentation here or the video

guide here.



https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/configure-elastic-integrations?product=StackOps
https://youtu.be/uUeajM8iyek

EC2 Monitoring (Elastic Managed Integrations - Agentless)
1. Go to the Centralised Agent Management:
a. InKibana, go to Agents in Data Management — Integrations

b. Or, the quick route - use the Find content search bar in the top right of the
screen and search for Integrations

2. Add EC2 Metrics

a. Filter the Integrations for Amazon EC2 where the Ingestion method is
Managed Integration

Integrations

Choose an integration to start collecting and analyzing your data

Browse integrations Installed integrations ()

Can't find an Q EC2 Ingestion method () All signals 0 More B

integration?

VA | Amazon EC2
»

Collect logs and metrics for
Amazon Elastic Compute...

Use Al to create a new " N X
Cloud service with Elastic
one or upload.an metrics.

integration package Agent

Managed Integration

Elastic | Managed Integration

Collect AWS/EC2 CloudWatch

Technical preview

Create

b. Select the Amazon EC2 integration -> select Add Amazon EC2 in the top right
c. Complete the configuration steps:
= Configure Integration:
e Integration Name: aws-ec2
e Advanced Options:
o Set the Default AWS Region to ap-southeast-1
e Deployment Options: Elastic Managed Integration
e Setup Access (Identity Federation is recommended):

o Identity Federation - Follow the instructions to launch
the CloudFormation templates

o Direct Access Keys



= Collect EC2 logs from CloudWatch (Optional)
e Specify the Log Group ARN

o Note: This requires the EC2 logs to be output to
CloudWatch via the CloudWatch agent

= Collect EC2 metrics
e Ensure this is enabled
= Save and Continue

d. You should see the EC2 metrics now being collected

aws-ec2

Confirm managed integration
enroliment

Managed integration deployment
was successful

Collect EC2 metrics managed integration has been
successfully established. You can now seamlessly
monitor and manage your Collect EC2 metrics
resources without the need for any additional
agents.

- aws-ec2

Confirm incoming data

Incoming data received from
managed integration

View dashboards

Your integration is live and ingesting data. Explore
the pre-built dashboards to get started.

e. Select View Dashboards to view the [Metrics AWS] EC2 Overview dashboard



Stage 3: Application Monitoring

In the next part of the trial, you will be guided on how to monitor your applications using
Synthetic Monitoring and Application Performance Monitoring.

Combining Application Monitoring with Infrastructure Monitoring creates end-to-end visibility

into your application and environment.

ELASTIC OBSERVABILITY: THE COMPLETE PICTURE OF YOUR AWS APPLICATIONS

1. SYNTHETIC MONITORING (FRONTEND) 2, APM (ELASTIC EDOT) (MICROSERVICES)

GLOBAL USER EXPERIENCE SERVICE PERFORMANCE & TRACES

— e INSTRUMENTED
o o L= WITH ELASTIC EDOT
".o elastic.co h L il . (DpenTeIemetry)
B o 1=} ) ) > t.ﬁ
Rezpange Time Fromtend Ermor ¢ =;.n- ._. ﬁw
i.'_'.;u'll. b J FEE&JUE Teonghput e Rate p
TRy I 3. AWS CLOUD INFRASTRUCTURE
+ Global Checks |‘.||:|.:r|||‘t[:.||.l.|, J| |
« Uptime (%, e.0., 99.99%) l . COMPUTE & NETWORKING HEALTH
+ Response Time Rl [ castappinte
+ Frontend Errors e RS . — |,_f ) EC2 instamoes VPCFlowlogs
EXAMPLE CHECK FLOW: =l o = o= | I = /‘:ﬂ
: ; - ———— " < I Hime B=——E
| elastic.co % elastic.co / _ Tane = Ll . ‘ M s [ ~E
ELASTIC OBSERVABILITY E EC2 Usa
A — — - ge
(CENTRALIZED VIEW) BN - vrcusage
THE COMPLETE PICTURE: EBS EBS volumes | . yolyme I/0

FROM USER TO INFRASTRUCTURE.

Synthetic Monitoring (Multistep Browser Health Check)

Synthetic monitoring allows you to establish an external baseline of service health quickly. This

"outside-in" monitoring simulates citizen interactions, allowing teams to detect failures before
they impact the public.

e Note: StackOps recommends the use of a Private Location to run the synthetic monitor
from as it is more economical and secured when compared to public endpoints.

To implement the Multistep browser health check using a private location within your network:
1. Add a new agency policy in the Fleet Management Dashboard

m In Kibana, go to Data Management — Fleet — Agent Policies —
Create agent policy

1. You can name this policy as “synthetic-demo”

m Select “Create agent policy”



Fleet  Agent policies

Create agent policy

can use Fleet to deploy updates to a specified group of agents.

Name

I synthetic-demo I

2 send feedback

x

Agent policies are used to manage settings across a group of agents. You can add integrations
to your agent policy to specify what data your agents collect. When you edit an agent policy, you

Collect system logs and metrics ®

> Advanced options

Cancel Preview API request JlGRETRFIUTRIEY

2. Add an agent:

m Click on the Actions for this newly created Agent Policy — Add agent

m This shall give you the relevant details you need to enroll the agent in

Fleet with your newly created “synthetic-demo” policy

[ Send feachack

Add agent

A ElssSc Agents 10 your hosts 1o colect dats and send it 1o the Dastic Stack.

Select anrcliment token
o

aymthetic-dems has baen selcctod, Select which savolment loken 1 use when envolling agents.
~ Authenbcation setngs

Enolimant Soken  Drimt 5/ IESr- EUI-Spe- U -V on] -

© Enroliin Fleet?

1O Earoil in Fiewt inscormmended] - Enralin Klassc Agent in Fiert 2 auiomasically depioy vl and centrally masags the
agesL
1 standalon - Hus o (st Ager slandsions i3 configues and spdate e agest mansaly on the host whers 5
agestis siaen

° Install Elastic Agent on your host
Selort the appropriate patiorm and run commands 10 instal, eeroll, and start Blastc Agent. Reuse commands
% 36t Up BgENts on mone than ore hosl. For aarchild, ses cur downlasds page (= For adcitional guidance, see

our instalation docs o

L T

Closs

3. Download the Docker Image as per the document outlined in the document here.

m The ENROLMENT_TOKEN and FLEET_URL will be obtained by the screen

opened in Step 2

4. Once the Docker Container for the Elastic Agent has been enrolled, set up Synthetic



https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/synthetic-monitoring?product=StackOps

Monitoring in Private Location:

In Kibana, go to Applications — Overview & click Settings from the triple dot icon

on the top left corner.

Monitors

Overview Management Errors

o

L\ Alerts  §

|1 Explore data

& Settings
B v Last’
7 Feedback
[E] Documentation [/
Q Search by name, URL, host, tag, pro Up Down Disabled Type 0 Vv Location 0 v Tags 0
H “p s . 9 H “ . )
e Click “Private Locations” & Click “Create location
& dl national-parks
& Applications “«
orervew Service inventory
© Traces Settings
Dependencies Alerting  Private Locations  Global Parameters  Data Retention  Project APIKeys  Advanced
Deshbosys) Synthetics
= Overview Create your first private location
Workflows y Private locations allow you to run monitors from your own premises. They
TLS certificates
require an Elastic agent and Agent policy which you can control and
iy maintain via Fleet.
Nerts
-
Canes
@ For more information, read the docs 4
stos
. . . .
e KeyinaLocation name, and the agent policy that you have created in step 1and

click “Save”.

Create private location

o synthetic-demo

& Selected agent policy has no agents

BB scale with muttiple agents on this polcy

2 Tocation.For more nformaton, read he docs.




5. Create a Browser Synthetic Monitoring:
e InKibana, go to Applications — Overview > Create Monitor

e Select Multistep, create a Monitor Name and specific a Location (use the location
in the step above)

Create Monitor

For more information about available monitor types and other options, see our documentation

o Select a monitor type

Choose a monitor that best fits your use case o
] = = =

Multistep | SinglePage  HTTP Ping TCP Ping 1CMP Ping

Multistep Browser Journey
Navigate through muitiple steps or pages to test key user flows from a real
browser. Learn more ¢4

° Monitor details

Provide some details about how your monitor should run

X%
7 Add total cost
Every 10 minutes ~
How often do you want 1o run this test? Higher frequencies will increase your total cost
Enable Monits

e Download the Synthetic Recorder to your PC and click Launch Synthetic Recorder.
Follow the video guide to use the Synthetic recorder to create the playwright script
and upload the script.

enable it later.

Enable status alerts
@) Enable status alerts on this monitor,

° Add a script

Use Elastic Synthetics Recorder to generate a script and then upload it.

Alternatively, you can write your own Playwright  script and paste it in

the script editor. V
/e here..

1 ste your Playwright script here

Upload script  Script editor

Launch Synthetics Recorder (5 L, Download Synthetics Recorder

uris Synthatic test scripts that ars defined intine.

Parameters

Use JSON to

> Advanced options

Cancel Create monitor

e Click “Create Monitor” after you have uploaded the script.

6. Dopamine Moment: In Kibana, go Applications > Synthetics > Overview to view the


https://www.youtube.com/watch?v=IyM0336VwUg&t=172s

synthetic monitoring that you have created.

e Click the monitor and click “Go to monitor 0" to learn more on what is monitored in

the multistep browser health check.

x
https://www.elastic.co = Actions
Select location

© Asla/Pacific - Singapore

Overview  Performance  Details

Lasttestrun Complets  Sep9,2026 ®9:44:21 AM

Summary Last 30 days

3

Availabilty Duration (median)

s
100.00% 40s ]

Downtime history

Status  Last 24 hours

oaaa

o2 mas w30 s
o Compiete @ Faled  Skipped

Close & Editmonitor

For a detailed step-by-step guide, you may refer to the online documentation here or the
video guide here.


https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/synthetic-monitoring?product=StackOps
https://youtu.be/IyM0336VwUg

Application Performance Monitoring (APM) with Elastic Observability and
Opentelemetry

The most transformative aspect of observability is APM, which provides code-level visibility into
how requests flow through an application. This documentation guides you on how to

instrument the APM implementation on Java or .NET applications using Elastic’s "no-code"
auto-instrumentation capabilities.

In microservices architectures, a single user request may traverse multiple services.
OpenTelemetry provides observability using distributed tracing, allowing teams to follow a
request from the front-end Nginx proxy through multiple backend Java or.NET services down
to the database.

The trial also highlights the Elastic Distributions of OpenTelemetry (EDOT), which provide a
vendor-agnostic way to collect traces. OpenTelemetry allows agencies to own their data
generation while leveraging Elastic's superior analysis and visualization Ul.

Java Instrumentation Strategy

The Elastic OpenTelemetry (EDOT) Java Agent is a lightweight JAR file that instruments the
JVM at runtime. To implement “no-code” auto-instrumentation APM for your app, key in the
following command when starting up your application.

To instrument your Java application, do the following:
e From the opentelemetry-java-instrumentation repository, download the
opentelemetry-javaagent.jar, which contains the OTel agent and relevant
instrumentation libraries. You can place the JAR file in your preferred directory.

e Obtain your OTEL_EXPORTER _OTLP _HEADERS and Elastic mOTLP Server URL from
Applications — Service Inventory — Add Data (Top Right) — OpenTelemetry
(Under Connect directly to the endpoint)

o Note: The Elastic mOTLP Server URL should be your VPCE endpoint, e.g.
i. https://<example>.ingest.private.ap-southeast-1.aws.elastic.cloud

e Open a Terminal window and run either one of the commands:
o Include the OTel attributes directly in the startup command:

java -javaagent:/path/to/opentelemetry-javaagent.jar \
-Dotel.service.name=my-java-app \


https://github.com/open-telemetry/opentelemetry-java-instrumentation/releases

-Dotel.traces.exporter=otlp \

-Dotel.exporter.otlp.endpoint=<ELASTIC_mOTLP_URL> \

-Dotel.exporter.otlp.headers="Authorization=Bearer
<your-secret-bearer-token>" \

-jar my-java-app.jar

o Export OTel settings as environment variables

export OTEL_EXPORTER_OTLP_ENDPOINT=<ELASTIC_mOTLP_URL>

export OTEL_EXPORTER_OTLP_HEADERS=Authorization=Bearer
<your-secret-bearer-token>

export JAVA_TOOL_OPTIONS="-javaagent:path/to/opentelemetry-javaagent.jar"
export OTEL_SERVICE_NAME="<your-service-name>"

# Start up the Java service
java -jar myapp.jar
Dopamine Moment: Once the Java service has started up, you should now see it listed in the

Service Inventory under Applications — Service Inventory. Once you instrument multiple

services that talk together, you shall see how they communicate with each other in the Service
Map.

@ dl soengagementpoc_obs v & All Q Find content... %/ @ & AlAgent B
& Applications Service map £ Alerts @ SLOs § @ Adddata
Overview
Service inventory Inventory Servicemap  Service groups
()
Traces
Discover @®  Q Search transactions, errors and metrics (E.g. transaction.duration.us > 300000 AND http.response.status_code >= 400) (3 Last12hours < & > 0 Refresh
Dependencies
Comparison = Day before v/  Environment | Any ~ Servicename Any v
Dasboards
= Overvie w - & Investigatemap [
Workfows 115 certificates +
N —
Alerts S
& (=
@ payment-seivice
stos '
nnnnnnnnnnnnnnnnn
Stream: api-gateway
" @
auth-catalog-service
@
s
=
El " m u =
-
2

.Net Instrumentation Strategy

The Elastic Distribution of OpenTelemetry (EDOT) .NET uses a CLR profiler-based approach to



deliver zero-code auto-instrumentation. Rather than modifying source code or adding NuGet
packages, a lightweight installer script injects the profiler into the .NET runtime at startup —
automatically capturing incoming request traces, outgoing HTTP calls, database queries, and more.

Note: EDOT .NET supports .NET 8, .NET 9, and .NET 10 on Linux and Windows, as well as .NET
Framework 4.6.2+ on Windows. If you are unsure which runtime your app targets, open its .csproj
file and check the <TargetFramework> element.

Objective:

e Automatically instrument a .Net application with OpenTelemetry

e Obtain your OTEL_EXPORTER_OTLP_HEADERS and Elastic mOTLP Server URL from
Applications — Service Inventory — Add Data (Top Right) — OpenTelemetry
(Under Connect directly to the endpoint)

o Note: The Elastic mOTLP Server URL should be your VPCE endpoint, e.g.
i. https://<example>.ingest.private.ap-southeast-1.aws.elastic.cloud

e Install EDOT .NET and Configure OTel Settings

o Option A — Linux (bash): Download and run the EDOT .NET installer, then set
your OTel environment variables and start your application:

# Step 1: Download the EDOT .NET installer script

curl -sSfL
https://github.com/elastic/elastic-otel-dotnet/releases/latest/download/elastic-dotnet
-auto-install.sh -0

# Step 2: Install core files

sh ./elastic-dotnet-auto-install.sh

# Step 3: Make the instrumentation script executable and set up for the current shell
session

chmod +x SHOME/.otel-dotnet-auto/instrument.sh

. SHOME/.otel-dotnet-auto/instrument.sh

# Step 4: Set OTLP export settings pointing to Elastic Observability

export OTEL_SERVICE_NAME="my-dotnet-app"

export OTEL_TRACES_EXPORTER="otlp"

export OTEL_METRICS_EXPORTER="otlp"

export OTEL_LOGS_EXPORTER="otlp"

export OTEL_EXPORTER_OTLP_ENDPOINT="<ELASTIC_mOTLP_URL>"

export OTEL_EXPORTER_OTLP_HEADERS="Authorization=Bearer <your-api-token>"

export OTEL_RESOURCE_ATTRIBUTES="deployment.environment=staging, service.version=1.0.0"
# Step 5: Start your .NET application (instrumentation is active)

. /MyNetApp


http://ingest.private.ap

e Note: The installer script downloads the EDOT .NET profiler binaries and places them under
$HOME/.otel-dotnet-auto/. The instrument.sh script sets the required CLR profiler
environment variables for the current shell session so any .NET process started in that
session is automatically instrumented. The environment variables must be set before
starting the application process.

o Option B — Windows (PowerShell, run as Administrator):

i.  For .NET applications running on Windows (including IIS or Windows
Services), use the PowerShell module. PowerShell 5.1 Desktop edition is
required (run as Administrator):

# Download and import the PowerShell module

Smodule_url =
"https://github.com/open-telemetry/opentelemetry-dotnet-instrumentation/releas
es/latest/download/OpenTelemetry.DotNet.Auto.psm1"

Sdownload_path = Join-Path Senv:temp "OpenTelemetry.DotNet.Auto.psm1"
Invoke-WebRequest -Uri Smodule_url -OutFile $download_path -UseBasicParsing
Import-Module Sdownload_path

Install-OpenTelemetryCore

# Set OTel environment variables for this PowerShell session
Senv:0TEL_TRACES_EXPORTER="otlp"

Senv:0TEL_METRICS_EXPORTER="otlp"

Senv:0TEL_LOGS_EXPORTER="otlp"
Senv:0TEL_EXPORTER_OTLP_ENDPOINT="<ELASTIC_mOTLP_URL>"
Senv:0TEL_EXPORTER_OTLP_HEADERS="Authorization=Bearer <your-api-token>"

# Register instrumentation for the current session and start your app
Register-OpenTelemetryForCurrentSession -0TelServiceName "<my-dotnet-app>"
dotnet MyApp.dll

. /MyNetApp

e Note: For lIS-hosted applications, use Register-OpenTelemetryForllS instead (this performs
an lIS restart). For Windows Services, use Register-OpenTelemetryForWindowsService
-WindowsServiceName "YourServiceName" -OTelServiceName "my-dotnet-app". These
environment variables only affect the current PowerShell session and have no impact on
machine-wide settings.

For further instructions on how to auto-instrument .Net applications, check out the Elastic EDOT
documentation here and the OpenTelemetry documentation here.


https://www.elastic.co/docs/reference/opentelemetry/edot-sdks/dotnet/setup/zero-code#windows-powershell
https://opentelemetry.io/docs/zero-code/dotnet/getting-started/

Dopamine Moment: Once the .Net service has started up, you should now see it listed in the
Service Inventory under Applications > Service Inventory. Once you instrument multiple
services that talk together, you shall see how they communicate with each other in the Service
Map

Dopamine Moment: In Kibana, go to Applications, to discover the following:

Service Inventory: overview of all monitored services

Service Map: upstream/downstream dependencies mapping

Traces: Transaction traces

Dependencies: to explore upstream dependencies of each monitored service

FYI: If you want to try this out with a sample application, you can leverage this GitHub repo
which is used for some of the StackOps in-person workshops


https://github.com/seanmatthews225/edot-workshop

Web Server Monitoring

Let's add some more context!

With external visibility established, the trial shifts to "inside-out" monitoring using the Elastic
Agent.

NGINX and IIS are commonplace in government web architectures, often serving as an entry
point for traffic.

e If you have either one of these configured, then why not collect the Metrics and Logs
from it?!

In order to collect Logs and/or Metrics from these, we shall utilize the Elastic Agent and the
out-of-the-box integrations we saw in the EC2 Monitoring steps earlier.

%¢ MONITORING NGINX & IS WEB APPLICATIONS )
WITH ELASTIC OBSERVABILITY

WEB APPLICATION ARCHITECTURE 00TB ELASTIC OBSERVABILITY
Elastic Integrations (Cloud)
/ Lj/f[ Request Rates NGINX Performance
T Overview
_* Active Connections o
% Error Logs B ;
HTTP/HTTPS Elastic Agent (e.g., 4xx/5xx)
Requests 1 installed . NGINX Access Logs
| Unified Metrics
~ & Logs
! \ 0 Data Flow
S CPU/Memory
% NGiUX  Forwarded I I / P
EndUsers Revers:; L Requests Request
\'"} Execution Time
& Load Balancer Elastic Agent % IIS Access
r : IIS installed © Logs 1IS Application Health
Handl(is incoming ussSeLr IS Backend Application
requess meneges SSL - Application Server
Hosts the core web
application logic and Trial Guide Goal: Collect and centralize visibility
content. from your full web application stack using
Elastic Agent and pre-built integrations.

Nginx Log Integration and Visualization

Following the steps we used for EC2 Monitoring, we shall deploy a new Elastic Agent on the
Nginx server to collect the Logs and Metrics from the Nginx server itself:

1. Create a new Agent Policy, this time it shall be for NGINX monitoring:
o InKibana, go to Agent Policy in Data Management — Fleet

o Select Add Agent — Create new policy — Name the policy as “NGINX
Monitoring” — Create new policy



o Enroll the Agent in Fleet and Install the Agent on the NGINX server using the
commands provided

2. Go into the Agent Policy created in Step 1
o Select Add Integration
o Filter for the “Nginx” integration — Add Nginx
i.  Name the Integration
ii. Ensure Collect logs from Nginx Instances is selected
1. Ensure the log file paths are correct
iii.  Ensure Collect metrics from Nginx Instances is selected
1. Ensure the listening port is correct

o Add this Integration to an Existing Host via the policy created in Step 1 “NGINX
Monitoring” — Save and continue

3. Dopamine Moment:
o After a few moments, the Logs and Metrics shall start collecting

o And you guessed it! There are out-of-the-box dashboards for NGINX related
data, go check them out

v Dashboards 3

[Metrics Nginx] Overview

Overview dashboard for the Nginx integration in Metrics

[Logs Nginx] Access and error logs

Dashboard for the Logs Nginx integration

[Logs Nginx] Overview

Dashboard for the Logs Nginx integration

o FYI: Have more than one Nginx server? Just simply go into the Agent Policy for
“NGINX Monitoring” — Actions — Add Agent

i.  Then follow the instructions to install the Elastic Agent on this additional
host(s) for Nginx data collection
IIS Monitoring Integration and Visualization

Following the steps we used for EC2 Monitoring, we shall deploy a new Elastic Agent on the IIS
server to collect the Logs and Metrics from the Nginx server itself:



1. Create a new Agent Policy, this time it shall be for NGINX monitoring:
o InKibana, go to Agent Policy in Data Management — Fleet

o Select Add Agent — Create new policy — Name the policy as “lIS
Monitoring” — Create new policy

o Enroll the Agent in Fleet and Install the Agent on the IIS server using the
commands provided

2. Go into the Agent Policy created in Step 1
o Select Add Integration

o Filter for the “lIS” integration — Add IIS
i.  Name the Integration
ii. Ensure Collect IS access and error logs (input: log) is selected
1. Ensure the log file paths are correct

iii.  Ensure Collect IIS application_pool, webserver and website metrics
is selected

1. Adjust any collection settings you deem necessary

o Add this Integration to an Existing Host via the policy created in Step 1 “lIS
Monitoring” — Save and continue

3. Dopamine Moment:
o After a few moments, the Logs and Metrics shall start collecting

o And you guessed it! There are out-of-the-box dashboards for IS related data,
go check them out

v Dashboards s

[Metrics 1IS] Webserver Process Overview

This dashboard shows process and cache metrics for the IIS server.

[Logs 1IS] Access and error logs

Dashboard for the Logs IIS integration

[Metrics 1IS] Website Overview

This dashboard shows metrics for the websites running on IIS.

[Metrics 1IS] Application Pool Overview

This dashboard shows application pools metrics for the IIS server.

[Metrics 1IS] Webserver Overview

This dashboard shows metrics for the IIS server.




o FYI: Have more than one IIS server? Just simply go into the Agent Policy for “lIS
Monitoring” — Actions — Add Agent

i.  Then follow the instructions to install the Elastic Agent on this additional
host(s) for IIS data collection

Stage 4: Monitoring SaaS$ that provide a web page on its SaaS status
Want to monitor a SaaS provider's web page? This is how:

If Saa$S provides a page to report on the SaaS health, you can use Synthetic Monitoring to
ingest the data from the web page for monitoring within Elastic.

e In this example, we will use Elastic’s health page
(https://status.elastic.co/api/v2/summary.json) to guide you how to ingest & monitor
Elastic service health via JSON APIs.

e In this context, we are using keywords “Elasticsearch connectivity: AWS
ap-southeast-1" and "status":"operational" from the JSON data to monitor the AWS
Singapore status.

To do this, you are setting up an HTTP Ping monitor that performs a "Response body contains"
check for specific strings.

1. Create a HTTP Ping monitor:
e Go to Applications — Synthetics — Overview

e Select HTTP Ping and fill in the URL, Monitor Name and Locations

Create Monitor

o Select a monitor type

Choose a monitor that best fits your use case. ©
= = =

Multistep  Single Page | HTTP Ping TCP Ping ICMP Ping

HTTP Ping
A lightweight API check to validate the availability of a web service or endpoint.
Learn more &

o Monitor details

URL
Provide some details about how your monitor should run https:/fstatus.elastic.co/apifv2/summary.json
For example, your service endpoint
Monitor name

Demo
Choose a name to help identify this monitor in the future.
Locations

Elastic-Agent-Dev2 x o~

Where do you want to run this test from? Additional lecations will Increase your total cost.

Frequency


https://status.elastic.co/api/v2/summary.json

2. Input the following under the Advanced Option of the HTTP Ping monitor
e Inthe “Response body contains” field and enter the following:

"name":"Elasticsearch connectivity: AWS ap-southeast-1""status":"operational"
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Stream
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e Click “Create Monitor”

3. Dopamine Moment: In Kibana, go to Applications > Synthetics > Overview to view
the synthetic monitoring that you have created.

For a detailed step-by-step guide, you may refer to the online documentation here.

Day 2 Operations - Observing your environment

Stage 1: Setting up Alerts and Cases

In Elastic Observability (StackOps), Alerting and Cases are not isolated features; they are two sides
of the same coin designed to optimize your incident management workflow. Setting them up
together transforms raw system telemetry into organized, collaborative, and actionable resolutions.

Here is a visual overview of how these two components link together to create a closed-loop
incident management system:


https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/saas-monitoring?product=StackOps
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ALERTS & CASES: COMPLEMENTARY WORKFLOW
FOR RAPID INCIDENT RESOLUTION

e Alerts are the "Smoke Detectors": Elastic Alerting continuously evaluates your logs,
metrics, traces, and SLOs (Service-Level Objectives). When a threshold is breached or an
anomaly is detected, an alert fires instantly. This ensures you know what went wrong and
when, completely automatically.

e Cases are the "Mission Control Room": A Case acts as a central repository for an
investigation. Instead of chasing loose threads across separate communication channels,
teams can open a case inside Elastic Observability to track key details, assign owners, set
severities, and record notes.

e The Interconnection: You can directly attach one or multiple related alerts to a single Case.
By doing this, you instantly anchor the real-time telemetry (the exact log errors, metric
spikes, or trace details that triggered the issue) directly into your team's workspace.

Phase 1: Setting up Alerts

Following on from our EC2 Metrics story, lets create an Observability Rule to help us detect if
service CPU exceeds a specific threshold.

Elastic Observability and Security come with multiple capabilities for creating Alert Rules which are
available out-of-the-box with StackOps, however, for this section lets focus on the Observability
Rules.

Objective:



e Create an Alert rule to trigger a Warning event if the CPU of an EC2 instance exceeds 70%
on average

1. InKibana, navigate to Alerts
2. Select Manage Rules — Create Rule
3. For this use case, we shall select the Custom Threshold Observability Rule
o This shall bring up a template
4. Fill out the template as follows:
o Name the rule as “AWS EC2 - CPU Usage”
o Data View: metrics-*
o Define query filter: data_stream.dataset : "aws.ec2_metrics"
o Equation and threshold: Equation A Is above 0.7
o For the last: 10 minutes

m  Note: AWS CloudWatch can be delayed to populate metrics so you should
account for the delay on AWS side

o Group By: cloud.instance.id
o Rule Schedule: Every 5 minutes

5. Createrule



© Rule definition

Custom threshold Alert when any Observability data type reaches or exceeds a given value. View documentation 1

Select a data view

DATA VIEW metrics-*

Define query filter (optional)

Q data_stream.dataset : "aws.ec2_metrics"

Set rule conditions
Aggregation A
AVERAGE host.cpu.usage

© Add aggregation/field
Equation and threshold

EQUATION A

IS ABOVE 0.7
Label (optional)

Custom equation

Custom label will show on the alert chart and in reason

09:00 09:15 09:30 09:45 10:00 10:15 10:30 10:45 11:00 115 11:30 11:45
June 10, 2026
@timestamp per 10 minutes

FOR THE LAST 1@ minutes

@ Add condition

Group alerts by (optional)
cloud.instance.id x

Create an alert for every unique value. For example: "host.id" or "cloud.region'".

If there is no data
Recover active alerts @
Alert me about the missing data &

© Do nothing @

Rule schedule

Set the frequency to check the alert conditions & Every 5 minutes

12:00

Dopamine Moment:

e This rule shall now run every 5 minutes to see if any EC2 instances exceed the CPU Usage

threshold

e You can view any active alerts within the Alerts Ul

o These alerts shall remain active until the threshold condition is no longer met (The

CPU drops below the threshold specified), at which point they shall change to
resolved status



Alerts File cont. Dt me ;vn» Vanage fues

Phase 2: Using Cases for case management

Leveraging the Alert rule created in the previous phase, we can leverage the Cases section of
Elastic Observability to combine multiple Alerts together into a central repository to allow multiple
analysts to work together and track all communication/troubleshooting as they work towards a root
cause.

Objective:
e Create a case within the Cases application

e Optional: Add an alert to the case

1. In Kibana navigate to Cases
2. Select: Create case
3. Fill out the Case template details:

o FYI: You can use the below as an example



Create case

o Select template

Template name
No template selected

Select a template to use its default field values.

© casefields

Name

AWS EC2 CPU Usage Alert troubleshooting

Assignees
Sean Matthews X
Assign yourself
Tags
stackops-trial x
Separate tags with a line break.
Category

ec2

Severity

Low

Description

B I == = 6 o o G

High CPU usage has been detected on an EC2 instance, this case is to be used for troubleshooting any alerts which relate to this EC2 instance

© External Connector Fields

External incident management system Optional
© No connector selected v

Go to Cases > Settings to add an external incident management system

Optional

v

Optional

v

Optional

v

Optional

v

© Preview

4. Select: Create case
o This will create the case, take a look at some of the key capabilities:

i.  You can add additional Assignees to the case

ii.  You can add files to the Case, such as playbooks, evidence etc..

iiil. You can also attach Alerts to the case




AWS EC2 CPU Usage Alert troubleshooting =

Add connector

Staty Case opened .
fresh
19seconds ago L Rerreshcase

Activity  Alerts 0 Files 0 Assignees 2
@ sesnvatnews  Eaitassignees
Description 2 =
severi Q bearch users
High CPU usage has been detected on an EC2 instance, this case is to be used for troubleshooting any alerts which relate to this EC2 instance ity
1assigned Remova ai ssignees
o Low
Sean Matthews
A Comments 0 History 2 Sortby  Oldestfirst v v
a y @ et
. Reporter
o @ SeanMatthews created case "AWS EC? CPU Usage Alert troubleshooting" 1 minte ago @
@ sean Matthews 2
8 @ seanMatthows unassigned thamselves 41 seconds ago ®
Participants
8 @ SeanMatthews assigned themseives 3 seconds ago ®
@ soon vatthews ©
. B I ziE= & BP ® Preview
Tags rd
stackops-tril
Category 2
ec2
7 Extemnal incident management system 2
)
2 Select an external connector
e To create and update a case in an extemal system, select a connector,

Note: The following step 5 is optional if you have an active alert for the EC2 CPU usage based on
the rule created in phase 1 (If you want to trigger an alert, you could simply reduce the threshold for
the rule to some that may trigger, such as 0.1 (10%) - but be wary, this could trigger a lot of alerts so

change it back afterwards).
5. Optional - Add an Alert to the Case:

o In Kibana navigate to Alerts

o If you have any active alerts in here, you can select them and add them to the

existing case which was created in Phase 1

Rl count Disabled Snoozed Errors
Alerts 1 FR Manage Rules
= @ Q searchalerts (e.g. kibana.alert.evaluation.threshold > 75) v Last 30 minutes 1) Refresh

stmn actve 8 e v [ ) = >
2
=l cmumMms 1 2alerts  [I) Fields [@ Updated 2 minutes ago  Group alerts by:None ~ B 3= [J]
" Actiof t Status Triggered L Duration Rule name Group Observed val.. Threshold Tags Reason
Ol e = | Jun 10,2026, 12:09:52.268 (U 3.05 AWSEC2-CPUUsage 10512a06(e80ae50fs 0.3 003 - ‘Average hast cpu.usage s 0.033, above the threshold of 0.03. duration: 10 mins, dat
ERE - | n10,2026,1200:52268 (1 3.0s AWSECZ-CPUUsage -0d0d3ce7c3fS0d531 00 003 - Average host.cpu.usage s 0,037, above the threshold of 0.03. (duration: 10 mins, da group: -0603cc7c3150453




Select case

Q Search cases Severity 4 Status 2 v Tags 1 v Categories 1

Showing 1 of 1case ) Refresh

Name Category Created on |, Severity

AWS EC2 CPU Usage Alert troubleshooting ec2 17 minutes ago Low Select

Rows per page: 10

[

Cancel

o Now navigate back to your case, you shall see the Alert listed under the Alerts tab

6. You now have the ability to cycle through the lifecycle of the case, working it from Open —
In Progress — Closed

Dopamine Moment:

e You have now created an Alert Rule, a Case and gone through some of the Incident
Management features which allow you to be able to quickly triage and work through
incidents in a collaborative way

e FYI: If you happen to use an external ITSM tool such as Jira, you can connect to this tool and
sync all cases with it

Stage 2: Interrogate your data with Discover

Discover is the primary tool for exploring your Elasticsearch data in Kibana. Search and filter
documents, analyze field structures, visualize patterns, and save findings to reuse later or share with
dashboards. Whether investigating issues, analyzing trends, or validating data quality, Discover
offers a flexible interface for understanding your data.

Objective:
e Investigate EC2 metrics within the Discover Ul
e Apply quick filters to allow you to see key metrics quickly and easily

e Create a Data View to reduce the data showing and noise presented in the Discovery Ul

1. In Kibana navigate to Discover

o This will present you with the Discovery Ul which allows you to interrogate your data



o Get comfortable with what data is showing in the Ul

o Note: When we ingest data sources into StackOps, the data shall be stored in
indices:

i.  Metric will go into metrics-{data source name}
i. Logs willgointo logs-{data source name}
ii. Traces will go into traces-{data source name}
o We can pre-filter the Ul based on the Data View which can be seen in the top left

i.  Select the Data View drop down and flick between the metrics-* and logs-*
Data Views

o Inthe top right you can specify the time range of the data being shown

o Inthe top middle you can specify a query to filter the data down

@ elastic

2. Create a Data View to be able to filter the Ul to our EC2 metrics
o Inthe Data View drop down, select Create a data view
o Enter the following:
i.  Name: metrics-aws.ec2_metrics
ii. Index pattern: metrics-aws.ec2_metrics-*
ii.  Timestamp field: @timestamp (Should already be this by default)
o Select: Save data view to kibana

i.  This will now filter the Discover to your EC2 metrics (You can change the
Data View at any time)



3. Use some of the Available fields to provide clearer insights in the Ul

o On the left hand side you shall see Available fields - these are the available fields
within the Data view (EC2 Metrics in this case)

o Find the following fields and select the + icon next to them:
i.  cloud.instance.id
ii.  host.cpu.usage
ii.  host.network.ingess.bytes
iv.  host.network.egress.bytes

o You now have a simple table format showing these fields

@ elastic

TyESlOL  Inspect Alerts 4 B3 L

4. Add a filter to filter this discover to a specific Instanceld

o Often, you will want to easily filter the discover by a key field, such as the EC2
Instanceld (cloud.instance.id)

i.  Todo this, you can either enter a KQL syntax, this will auto-complete as you
start typing in

ii.  Alternatively, you can use a drag and drop approach to add a filter

o Add afilter by clicking on the cloud.instance.id field in the left pane, this will give
you a preview of the available Instanceld’s show in your data

i.  Youcanthen simply select the + next to the Instanceld to filter the Ul to this



Instanceld

Data view metrics-aws.ec2_metrics r [+] Q Filter your data using KQL syntax

Q Search field names = 0 Auto interval v No breakdown

i 7
v Selected fields 4 .

i cloud.instance.id
cloud-nstance.t S cloud.instance.id m = 2

-

host.cpu.usage Instance 1D
Filter for cloud.instance.id: "i-

*

host.network.ingress.bytes

02060af9370381a47"

*

host.network.egress.bytes Top values
i-02060af9370381a47 14.3% @ o

Popular fields © 4 — d statistics

i-0512a06fe90ae59f5 14.3%

<

. " ® e
cloud.instance.id k] cloud.instance.

i-0591b2c2d9b353760 14.3% ¢
host.cpu.usage — h 1-8d0d3cc7¢3f50]

host.network.egress.bytes i-0679786755e41a590 14.3% @ @

w (= & (=

host.network.ingress.bytes i-06b66dbe6le574eal 14.3%

1-9d8f7e89960cf|

Available fields @ g7  70d0d3cc7cafs0ds3f 14

. i-0d8f7e89960c19674 14.3% @ o
@timestamp — 1-86b66dbe61e57
agent.ephemeral_id Calculated from 49 records.

agentid
1-8679786755e41
agent.name Visualize

TEEEE <

agent.type

Dopamine Moment:

e Thisis a very quick and easy way to interrogate your data to understand what is happening
within it
e This becomes extremely useful when you want to understand why system A could not

connect to system B (Potentially being requested by a Security Group configuration?)

e However, typically you will also want to visualize this data on a dashboard, check out the
Personalize your data section to understand how to create a personalized dashboard

Stage 3: Personalize your data
Unlock Clarity with Personalized Dashboards:
e Stop jumping between isolated tools. StackOps empowers you to unify disparate data
streams into a single, intuitive dashboard tailored specifically to your operational needs. By

correlating contextually relevant data sets, you can rapidly diagnose issues that would
otherwise remain hidden.

e Consider these powerful use cases for your personalized dashboards:

e System Integrity & Access: Overlay Windows EC2 resource usage with Event Logs
to immediately correlate performance spikes with user logins or service restarts.

e Rapid Root-Cause Analysis: Map Firewall events against Application error codes to
instantly visualize how blocked ports directly impact application failure rates.

e By customizing your view to fit your unique architecture, you transform complex data into
actionable insights, making your day-to-day operations smoother, faster, and more decisive.



Now you have EC2 Metrics coming into your environment, wouldn't it be nice to be
able to correlate your VPC FLow Logs (Accepts/Rejects) with your EC2 Instance Usage where
your applications reside?

e Well, with StackOps, you can do this simply in a single dashboard by simply combining
multiple data sources into one single place.

Expected end result:

e A single personalized dashboard combining EC2 Metrics with VPC Flow Logs

@umestamp por 30soconds Gumesamppersoseeonds . gumssumprer30seconds

Value:

e The ability to filter the dashboard by Instanceld, allowing the user to be able to quickly
see the Network Utilization for a given Instanceld

Phase 1: Onboard AWS VPC Flow Logs
Objective:

e Onboard AWS VPC Flow Logs to allow users to be able to quickly view and observe
their VPCs within StackOps

1. Within AWS, configure your VPC to generate VPC Flow Logs and output them into a



CloudWatch Log Group. Some suggested settings are:
a. Filter: All
b. Maximum aggregation interval: 10 minutes
c. Destination: Send to CloudWatch Logs

d. Log record format: Select the following fields under Custom Format:

S${version} ${account-id} ${interface-id} S${srcaddr} ${dstaddr} S{srcport} ${dstport} ${protocol}
S{packets} ${bytes} S${start} ${end} ${action} ${log-status} ${vpc-id} ${subnet-id} S${instance-id}
S{tcp-flags} S{type} S{pkt-srcaddr} ${pkt-dstaddr} S${region} S${az-id} ${sublocation-type}
S{sublocation-id} ${pkt-src-aws-service} S${pkt-dst-aws-service} ${flow-direction} S${traffic-path}
S{ecs-cluster-arn} S${ecs-cluster-name} S${ecs-container-instance-arn} ${ecs-container-instance-id}
S{ecs-container-id} ${ecs-second-container-id} ${ecs-service-name} ${ecs-task-definition-arn}
S{ecs-task-arn} ${ecs-task-id} ${reject-reason}

FYI: the order of the fields is important.

2. Note down the ARN for the Log Group where the VPC Flow Logs are being output to, as you
shall require this in the upcoming steps

a. Note: Also ensure the Instance Role for Elastic Agent has permissions to view this
Log Group

3. Go to the Centralised Agent Management:
a. InKibana, go to Agent Policy in Data management — Fleet

4. Select the Agent Policy you created previously (AWS Data Collection in the example
below)

Status Host | Agent policy | CPU®D Memory © Last activity Version Actions

AWS Data Collection

rev. 1
AWS Data Collection

Elastic Cloud agent policy &
rev. 4

Healthy stackops-trial 0.81% 268 MB 38 seconds ago 8.19.16

Healthy cal8fffd7fd7 N/A ® N/A ©® 39 seconds ago 8.19.14 ®

5. Select Add Integration

6. Search for “Amazon VPC” in the list of Integrations, this shall show an Integration for
Amazon EC2



Q Amazon VPC|

Amazon VPC

Collect Amazon VPC flow logs with Elastic Agent

7. Click on the Amazon VPC Integration — Add Amazon VPC
8. Configure the Integration with the following settings
a. Configure Integration
i.  Integration Settings
1. Give the Integration a name, such as “aws-vpc-flow-logs”

2. You do not need to use any access keys, as the Elastic Agent will use
the Instance Role permissions assigned to the EC2 Instance by
default to access the AWS Resources

ii. Collect VPC flow logs from S3
1. Ensure this is disabled
ili. Collect VPC flow logs from CloudWatch
1. Ensure this is enabled
2. Enter the ARN obtained from step 2
b. Where to Add this Integration?

i.  Select Existing Hosts and then select the Agent Policy created previously
— Save and continue

e Where to add this integration?

New hosts  Existing hosts

Agent policies Agent policies

Agent policies are used to manage a group of AWS Data Collection X | v
integrations across a set of agents.

My first agent policy. e

Dopamine Moment:




e This shall now start collective VPC flow logs from your CloudWatch log group.

e Note: This could take 10-15 minutes to show meaningful data in StackOps post setting
up the VPC flow logs in AWS due to the aggregation interval

e Want an out-of-the-box dashboard? We’ve got you covered!

o Navigate to the dashboard named [Logs AWS] VPC Flow Log Overview]

VPC Flow Top IP Addresses VPC Flow Action Geo Location

L
o o o
- ‘o o A aenc ‘Q?- P e ‘o .
& 0 5 R 8° ;u,, . ; 5 g% 8° ?‘.’? 1 o]
o
o

) Sy omen S “op
R 1 g0 .« 8
— !
AUSTRAUA  AMmeRc »
F

AFRICA
¢

oceava g o
AUSTRALA AMERICR"
°

VPC Flow Total Requests

Phase 2: Create a Personalized Dashboard
Objective:

e Create a personalized Dashboard to show EC2 Resource Utilization combined with AWS

VPC FlowLogs, allowing the user to quickly correlate the resource and network utilization for
a given Instanceld

Option 1 - The super easy way - get Al to do it!

e Provide the Elastic Al Agent with the following prompt, this should build you a dashboard
based on AWS VPC Flow Logs, EC2 Instances metrics and EBS Volume metrics

None

Build a Kibana dashboard "AWS VPC Resource & Traffic Overview" using the dashboards and
visualization-creation skills. All panels use ES|QL and follow the dashboard time
range (default: last 24h). Check each field with a test query first; skip panels with
no data and list what you skipped at the end.



DATA

- Flow logs: logs-aws.vpcflow-default - aws.vpcflow.vpc_id, aws.vpcflow.instance_id,
source.ip, destination.ip, destination.port, network.transport, network.bytes,
network.packets, aws.vpcflow.action (ACCEPT/REJECT), aws.vpcflow.pkt_src_service,
aws.vpcflow.pkt_dst_service

- EC2: metrics-aws.ec2_metrics-default — aws.dimensions.InstanceId, cloud.instance.name
(Name tag), aws.ec2.instance.private.ip, aws.ec2.instance.public.ip,
aws.dimensions.InstanceType, aws.ec2.instance.state.name, cloud.availability_zone,
aws.ec2.metrics.{CPUUtilization.avg, NetworkIn.sum, NetworkOut.sum,
DiskReadBytes.sum, DiskWriteBytes.sum, StatusCheckFailed.avg}

- EBS: metrics-aws.ebs-default — aws.dimensions.VolumeId, aws.tags,
aws.ebs.metrics.{VolumeReadBytes.avg, VolumeWriteBytes.avg, VolumeReadOps.avg,
VolumeWriteOps.avg, VolumeQueuelength.avg, VolumeThroughputPercentage.avg,
BurstBalance.avg}

NAMING

Translate flow-log IPs to EC2 names by matching aws.ec2.instance.private.ip (or
InstanceId to aws.vpcflow.instance_id) to cloud.instance.name. Use LOOKUP JOIN if
possible, otherwise EVAL CASE(). Fallback map: 172.31.37.39=tedlab-o11y-agent,
172.31.30.123=shedlab-elastic-agent, 172.31.46.211=stackops-trial,
172.31.19.118=edot-collector-dbs. Label unmatched endpoints as the AWS service name
if pkt_*_service is set, "Internal" for RFC1918 addresses, otherwise "External".

CONTROLS
ES|QL control ?vpc_id (values from aws.vpcflow.vpc_id) applied to all flow-log panels.

LAYOUT

1. KPIs: total bytes, total packets, unique source IPs, unique destination IPs, %
rejected, EC2 instance count, EBS volume count.

2. Hero (full width, Vega node-link; fall back to custom_content HTML): "VPC Traffic Flow
— Source - Destination”. Top 25 named source-destination pairs by bytes, sources on
the left, destinations on the right. Line thickness = bytes; colour green = all
ACCEPT, amber = some REJECT, red = mostly REJECT. Tooltip: bytes (B/KB/MB/GB), flows,
rejected, port/protocol.

3. Traffic: bytes over time by action; top 10 destination ports by bytes; top-talkers
table (source name, destination name, bytes, packets, flows, rejected).

4. EC2: inventory table (Name, ID, type, state, AZ, private/public IP, latest CPU %);
line charts by Name for CPU, NetworkIn/Out and DiskRead/Write; metric for count of
instances with failed status checks.

5. EBS: volume table (ID, Name tag if present, avg read/write bytes and ops, queue
length, throughput %, min burst balance); read/write bytes over time; queue length
over time (flag values > 1); burst balance by volume, lowest first.

Use human-readable byte units and one colour scheme throughout. Save the dashboard and return
the link.

You should see an output similar to the below:
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er your

using KQL syntax

Region | Any
~ 1l KPI Summary 2 (7 panels)

Total Bytes

609.1mB

Total Packets Unique Source IPs

828,655 16,637

v %..VPC Traffic Flow - Source - Destination 2 (1 panel)

VPC Traffic Flow

Unigue Destination IPs

16,621

% Rejected Flows

AlAgent JETS

S VPC Resource & Traffic Overview .. .
Elastic Al Agent

Q, Find content... %/

’ B Extedit + Add § ®save | v

£ Last 30 minutes

> | 13 Refresh Today

SM Sean Matthows - 7:24 P\

Vou are buikling a Kibana dashboard named "AWS
VPG Resource & Traffic Overview" in an Elastic
Observanilty Serveriess project. Load the

EC2 EBS dashboards and visualization-creation skills. Use

Instances | Volumes ES|QL for every panel. Bafore buiding, chack each
field below with a quick query, and leave out any

1)) (1)) panel whose query returns no rows. Use the data

streams and fields exactly as listed.

4.9%

DATA SOURCES

1. VPC Flow Logs: logs-aws.vpefiow-default
= VPG:aws.vpcflow.vpe_id | subnet:
aws.vpeflow.subnet_id | ENI
aws.vpeflowinterface_id | instance:

aws.vpcflowinstance_id

. " o HRouUGH svres wrs
« Endpoints sourceip, source.port
o 172.23.123.170 €0 208.149.49. 244 G — 146.4K8 146.4K/5 1 " e P
destination.p, destination port,
o 00141172260 172.31.262. 175 0 — 144,488 144.4K/5 1
aws.vpcflow.pkt_srcaddr,
o 10.182.74.198 12.22.245.07 — 104,08 a5 :
o) @ @aws.vpcflow.pkt_dstaddr
+ 10.15.10.25€0 105,159,207, 120G aa3ste — 14aK8 144 1 & T Ty R
« 10.55.32.136 @D 194.173.107. 54 @0 aa3rug — 142.7K8 i e
* 172.29.86.254 0 65.143.223.155E0 3306/ tcp — 142.2K8 1 = Context: aws.vpcflow.action
° 10.230.173.68 €0 172.30.162. 1530 3306/tcp — 141.8K8 1 (ACCEPT/REJECT), network.transport,
o 172.22.28.156 €0 154.81.3.58 G 3306/tcp — 141.6k8 1 network.direction, aws.vpeflow.raffic_path,
» 10.2.208.141ED 16.101.12. 2340 1/t — 141.6k8 1 aws.vpcflowpkt_src_service,
» 10.237.164.4 €D 10.142.149. 153 @5 3306/ tcp — 141.6K8 1 aws.vpcflow.pkt_dst service, cloud.region,
s 10.152.226.9: €1 16.153.39. 193D — 141.aK8 1 O
o 172.19.100.150 €[ 16.232.266.5 0 — 161.1K8 14116/ 1 2. EC2 Metrics: metrics-aws.ec2_metrics-default
o 152.168.180.239 £ 51.209.90.11 G0 — 101 [renTy : (rsos)
o 10.227.243.9ED 10.96.211. 186 € — 140.9k8 1 © LRV S R L,
- cloud.instance.name (human-readable Name
o 172.23.156.65 €3 205.54.37. 173 G a3t — 140..6KB 1
tag), aws.tags (flattened, includes Name),
o 10.70.13.105E0 132.27.29.250 G 3306/ tcp — 140.268 s 1 a) g )
aws.ec2.nstance private.p,
o 2320 203.45.223. 24 0 s [ 100,18 ; 1
) = ‘aws.ec2.instance.public.ip,
aws.dimensions.nstanceType,
v/ Traffic Detail & (3 panels) aws.ec2.nstanca.state name,
cloud.availbilty_zone, cloudregion
Bytes over Time by Action (ACCEPT vs REJECT) Top 10 Destination Ports by Bytes « Metrics: aws.ec2metrics.CPUUtlization.avg,
e ey aws.ec2 metrics Networdn.sum,
y———————— aws.ec2 metrics Networkoutsum,
Leome A 220: aws.ec2.metrics. NetworkPacketsin.sum,
12.0M8 NN serz Wl aws.ec2metrics. NetworkPacketsOut.sum,
comm MV = . 200 | aws.ec2 metrics DiskReadBytes.sum,
SoMB Y saxz [l aws.ec2.metrics DiskWriteBytes.sum,
o ~ w il aws.ec2metrics StatusCheckFailed.avg,
1o 1w i i om0 s
J—— el aws.ec2 metrics. CPUCTedt8alance avg
® ACCEPT REJECT @28 G4OME 1za.0mMe 192.0M8 256.8M8 3. EBS Metrics: metri’ ws.ebs-default (TSDS)
- identlty; awe.ds. % sons Nolumeld, aws-tags
Top Talkers
Source IP Destination IP Bytes Packets. Flows Rejected P ——
et Overview -
102208161 1010112234 141660 100 1 1
Ask anytring
1029.95.253 1023539118 157,666 % 1 1
% Anthropi Claude Sonnet 46 1
10226.109.115 206.209.186.22 135,068 % 1 1

You can now make adjustments to it, like changing the theme, style or by adding something

elsein
o Maybe a custom HTML panel?

o How about a unicorn theme?

Simply ask the agent, and it will do it for you!




overview
@

Discover

Dasnboarc

Workdiows

Slarts

sueams

Applcations

Infrastructure

&

Agents

al tediab-otly -

« g ) AWS VPG Resource & Traffic ... 4 Exit edit Add % ® Save
© 3| Q Fiteryour ing KQL syntax £3 Last 30 minutes > | U Rafresh
VPG | Any || negion | Any
Aetion | Any ”
-l KPI Summary & (7 paneis)
~ £ UPC Traffic Flow - Source - Destination & (1 panel)
o |7op 25 pairs. by bytes
ource EsTINA PoRT Hro F
172.23.123.170 €3 208.148.49.244 — EAKB 1 1
10.182.74.198 (0 172.22.245.87600) — 144.08 1 s 1
10.15.10.25 (19 195.159.207.110 — LB 1 1
10.55.32.136 (X3 194.173.107.5 — 102768 182 1
172.22.28.156 €3 194.81.3.58 — 141.6KB 416K, 1
® 10.2.208.101 0 10.101.12. 234 620 e 1416 1416K/s 1
10.237.164.4 (3 10.142.248. 153 {0 —— 141.6K8 416K 1
10.152.226.92 10.153.39. 193600 » —  101.0K8 141 1
172.19.160. 150 €23 10.232.246.5 €0 » — LG 211K 1
10.227.203.9 E3 10.96.211. 186 620 1/t e 140.9KB  140. 9K, 1
172.23.156.65 £33 205.54.37.173 ——— 140.6K8  140. 6K 1
10.79.13.105 (£ 132.27.29.250 — 140268 14D 1
172.31.17.205 €53 203.45.223.24 — L0.KB 140.1K 1
10.0.118.64 (T3 208.48.213. 180 i3iten e 13988 139. 8K 1

v/ Traffic Detail 2 (3 panels)

Edit custom panel =

Present your data with HTML, optionally driven by ar

</> Template (HTML)

1 estyle
2 body {

3 margin: 8

4 padding: var(--cc-space-1)
s box-sizing: border-box;

font-family: var(

Es|eL query. Learn.more

4% Refine with chat

ce-font-fanily)

#ff6ec7, SHAMET, 241c3T);

color: var(--ce-coler-text)
f background: var(--ce-color-background)
i

il panel-header {

2 display: flex

1 align-items: center

1 gap: var (--co-space-m);

15 margin-botton: var(--co-space-m)

% height: 48px.

7 background: linear-gradient (s0deg

i border-radius: var(--ce-radius)

19 padding! @ var(--ce-space-m)

HTMIL and CSS, with Liquid tags to

& Data source (ES|aL)

1 FROM logs-aws.vpcflow-default

2 | STATS bytes = SUN(network.bytes)
COUNT(#), rejected = COUNT(+) WHERE aws

packets), flows
vpcflow. action

"REJECT" BY
= destination.ip, dest_port =

> Preview data

Gancel

LES|QL rasuts. For oach row, row[*colums
value and row["column’.pet isits percentage of the.

alueis the
or Bar widts

Column's highest value, usefu

optional

packets = SUM(network

source_ip = source.ip, dest_ip
destination.port, protocol

[> Run preview Apply and close

Q Findcontent.. %/ | | @®

& Magent V)

_  AWSVPCResource & Traffic Overview .. v ;o
Eisstic Al Agent ¢

3 filter controls (VEC ID, Region, Action) pinned at the
top.

SM Sean Matthows - 7:56 PN
Make it unicorn themed
Added

& AWS VPC Resource & Traffic Overview -

Elastic Al Agent &5 Agent - 7:58 PM
Let me read the current dashboard state first to see what
panels exst.

took:attachments.read  ran

Gotall the panel IDs. Now I1l apply the unicorn theme —
rainbow palette on the charts, sparkly emojiin section titles,
pastaljiridescent colour scheme on the hero panel, and a
unicorn-themed dashboard title and description. Il update t
title, description, hero panel styling, and section names in or
batched call

ook platformdashboard. genarate_dashboard  ran
Almast evarything went through — ust the hero panel CSS
Update failed because | used the wrong source type. Let me

that now:

too: platform dashboard.generate._dashboard  ran

All done — no failures this time! Here's your unicorn-themed
dashboard 2y

23 AWS VPC Resource & Traffic Overview ®

Here's what changed in the unicom makeover:

Eoment sato Atter
AWS VPC 2 AWS vPe
Dashboard title  Resource & Traffic  Resource & Traff
Overview Overview
all in glorio
Description Plain text unicorn colours.
7
Hot pink - viole
Hero panel
Plain white/grey - electric biue
header
gradient
Hero flow arrows - | sparkle
, WS vpC Rosource
D & Tratfic overview
Ask anything
% Antivopic Claude Sonnet 46 1

Option 2 - Alternatively, create it by hand:

1.

Create a new dashboard:

o

o

(e]

In Kibana navigate to Dashboards

Select:

Select:

Create a dashboard

Save

Name: AWS Monitoring Dashboard

2. Create avisualization for EC2 CPU Usage:

o

o

Next navigate to Visualisation and Select: Create Visualization

This shall take you to a visualization builder

Filter the Data with the following items:

Data View: metrics-*




m Search Filter/KQL syntax: data_stream.dataset : "aws.ec2_metrics" and
host.cpu.usage : *

e Then select Refresh (This will filter the available data to your query)

o

Format the Visualization to a line Graph:
m Inthe left-hand side, filter the available fields for host.cpu.usage

m Select this field and drag it inter the center of the visualization, you should
now see a bar chart

e Kibana will infer the data and present suggestions

-]
Macanotbostpussage
$ |
|
I
I
g |
] ————
H
7|
-
|
|
g |
© & I

tamp par minute

o

m  We are going to change this to a line graph

e Simply select where it says “Bar” in the top right corner, and change
this to “Line”

Change the Vertical Axis:
m Select the Vertical axis where it currently says “Median of host.cpu.usage”
m  Change the following:
e Functions: Average

e Field: host.cpu.usage




(e]

(e]

o

e Appearance:
a. Name: Average Host CPU Usage %
b. Value format: Percent
m Select close in the bottom left corner

Add a breakdown - this will help us to change the visualization from showing an

aggregate of all EC2 instances, to showing each individual one (Or the top 10 in our
case):

m Select the “+ Add or drag-and-drop a field” in the Breakdown section on
the right hand side

m  Change the following:
e Data: Top values
e Fields: cloud.instance.id
e Select: Aggregate by this dimension first
e Number of Values: 10

e Rank by: Average Host CPU Usage %

Rank direction: Descending
m  Select close in the bottom left corner
Lets now edit the legend to fir our needs
m Click on the Legend icon

m Set the Legend as per the below image

= @  Deshooards  Editvisualization

Dataview metrics-* = | @ Q data_stream.dataset : "aws.ec2_metrics" and host.cpu.usage : *

Q search field names =0 B & 8=

#) Records Legend

Visibility Auto m Hide
Position B nsie > <« 1

v Selected fields
& @timestamp

k] cloud.instance.id

Statistics Minimum x  Average X  Maximum X v
#) host.cpu.usage

Series header None v
V' Available fields ©

B @timestamp

@ inelimit 1

You should now see a visualization that looks like this:



o Select Save and return, this shall take you back to our dashboard
m  We are just missing a couple of things now for this visualization

e Lets give it a name by hovering over the top right corner of the
visualization — Select the Settings cog

a. Give the Visualization a name: AWS EC2 CPU Usage
b. Save

e By hovering over the bottom right corner you will reveal a resize
option, lets make the visualization slightly smaller to roughly s of the
width of the dashboard

o Save the dashboard in the top right corner of the screen. Your dashboard should
now look like this

@ elastic

3. Create a visualization for Ingress Network Bytes per EC2 instance:



o However over the top right corner of the AWS EC2 CPU Usage visualization —
select the 3 dots to reveal actions — select Duplicate

m This shall create a duplicate visualization so we don't have to re-invent the
wheel

[+ Q Filter your data using KQL syntax

GaeCreate visualization @ Add panel 5 Add from library = Controls
+

AWS EC2 CPU Usage
[@ Inspect

- — 2 Download CSV

(&) Duplicate

" Maximize

Average Host CPU Usage %

[e Save to library
[3 Copy to dashboard
@timestamp per 30 seconds

[B Add to case
i-0d0d3cc7c3f50d53f ~
@ Create drilldown
® i-0512a06fe90ae59f5

© i-06b66dbe6le574eal 9 Detect anomalies

[ Remove

o Edit this NEW visualization by hovering over the top right of the visualization to
reveal a pencil icon — select the pencil icon (Edit lens) — Edit in lens (This shall
reveal the same edit window we used earlier)

o Apply the following changes:

m  KQL syntax: data_stream.dataset : "aws.ec2_metrics" and
host.network.ingress.bytes : *

m Vertical Axis:
e Field: host.network.ingress.bytes
e Appearance:
a. Name: Average Ingress Bytes
b. Format: Bytes (1024)
m Breakdown:
e Rank by: Average Ingress Bytes
m Everything else remains the same

o Select: Save and return

o Finally, update the Name: EC2 Instance Network Ingress (Bytes)



m Save the dashboard
4. Create a visualization for Egress Network Bytes per EC2 instance:
o Repeat the same steps in Step 3, however apply the following:
m  Apply the following changes:

o KQL syntax: data_stream.dataset : "aws.ec2_metrics" and
host.network.egress.bytes : *

o Vertical Axis:
a. Field: host.network.egress.bytes
b. Appearance:
i. Name: Average Egress Bytes
ii. Format:Bytes (1024)
e Breakdown:
a. Rank by: Average Egress Bytes
e Everything else remains the same
m  Select: Save and return
m  Finally, update the Name: EC2 Instance Network Egress (Bytes)

e Save the dashboard

mmmmmmmmmmmmmmmmmm

5. Addin the VPC Flow Logs visualizations

o Navigate to the [Logs AWS] VPC Flow Log Overview dashboard

m Hover over the top right of the VPC Flow Total Requests visualization to



reveal the actions icon (3 dots)
m Select: Copy to dashboard
m Select: Existing dashboard — Enter your “AWS Monitoring Dashboard”
m Select: Copy and go to dashboard
o This shall add the visualization to your custom dashboard

o Now repeat the same steps but copy the VPC Flow Reject Logs visualization to your
AWS Monitoring Dashboard

o Your dashboard should now look like this

EC2instancoNotworkingress Bytes)  EC2Instance Network Egress @ytes)

6. Add a control to allow easy filtering:

o Remember that we have used cloud.instance.id in the breakdown for our
visualizations? Well, we did this for a reason.

m StackOps and Elastic Observability normalizes fields into a common schema,
for example aws Instanceld’s are added to a field called cloud.instance.id so
it can be easily searched with a consistent naming convention

o Lets use this field to our advantage by adding a control:
m At the top of your dashboard click Add — Controls — Add Control

m Inthe Field search for “cloud.instance.id” — Select this so it is highlighted —
Save


http://cloud.instance.id
http://cloud.instance.id

m This will add the control to the top of the dashboard. You can now use this to
quickly select an EC2 instance and filter the whole dashboard to this
Instanceld

E)v Lestihour Q) Refresh

EC2Instance Network Ingress (Bytes) EC2 nstance Network Egress (Bytes)

H
| -

F oo

VRC Flow Total Requests

VPC Flow Reject Logs.

Dopamine Moment:
e Congratulations! In this section you have managed to create the following:
o A number of personalized visualizations based on your requirements

m In each of the visualizations useful clear labels have been added to show
what exactly is being displayed (%, Bytes, names etc..)

o A personalized dashboard to show key information required for monitoring your
resource usage in AWS

o Combined multiple data sources to produce this dashboard

m  Remembering that these data sources all leverage the out-of-the-box
integrations which normalize the data into a common and consistent schema
allowing us to slice and dice the data displaced on the dashboard

o Created simple logical controls to help you filter the data shown on this dashboard

e Whilst this is a simple dashboard and a simple use case, you can create any dashboard for
any use case



o The key here is having the data in a consistent and clean format

Stage 4: Tracing your Application flow
Objective:

e Use the out-of-the-box StackOps Elastic Observability dashboards to check application
health and troubleshoot failures by linking transactions back to their source logs.

1. In Kibana, navigate to Applications — Service Inventory within Kibana

o If you have instrumented an application with OpenTelemetry as per Stage 3 in the
Setting Up Monitoring section, then you should see some applications listed here -
(example below).

L) al soengagementpoc_obs v Al Q Findcontent.. %/ | @ ¢ AlAgent @

a Applications Service inventory L0 Alerts @ SLOs § @ Adddata

Service inventory

Traces
E.g. ts p.response.status_code >= 400) B3 Last 12 hours < a > 0 Refresh
Dependencies
v Comparison = Day before v
ynthetcs
overview @ Enable anomaly detection to surface anomaly scores across your services %

Pinpoint anomalous transactions and monitor anomaly scores for upstream and downstream services with APM's anomaly detection integration. Get started in just a few minutes.

Werkdlons 1 certificates
Learn more
A
Aerts
=]
&) Q searchse
Cases
Name 3 Environment 9 Latency (avg) © Throughput |, Failed transactionrate | Actions
@
<o @ api-gateway non-production 64ms <0.1tpm 0%
s @ auth-catalog-service non-production 10ms <0.1tpm 0%
Sneame, £, notification-service non-production 69 ms <0.1tpm 0%
@ appointment-service non-production 390 ms <0.1tpm 0%
<, payment-service non-production 282 ms <0.1tpm 0%
Rows per page: 25 1

o You can also select the Service Map to get an idea of how the various services
connect together within the application.



Service map

O Aerts @ SL0s | © Adddata

) Lastizhowrs < @ >

Q) Refresh
= @ Investigate map )
+
& 5}
,,,,,
@
stos
-6
Stroams.
api-gateway A -
@
prointment-service
yyyyyyyyyyyyyy ostares
&
gggggg
catalog-servi

2. Select one of the services here

o A Java app is always a good one to choose and will be what we use in the example

3. Assoon as you open the service, you shall be able to view key filtered dashboards.

. , . ..
o Select the Transactions tab, you'll see something similar to the below
opbeans_java ¢ 0 Environment Al -
Overview Transactions Dependencies Errors JVMs Service Map Logs
request v QU search transactions (E.g. transaction.duration.us > 300000)
@ Comparison  Day before ~ il v Last 60 minutes Show dates
Latency Metric  Average ~ Throughput (per second) @
i J
o0 e~ AN A AN A A e —
Throughput 01tps o Previous perod ots
o wverage 105 o Previous period
Failed transaction rate Time spent by span type
Vo0 ZABAD W0 220320  Zwd0 22040 M2 223640
o raquest-dspatcher InermalResorce
Falled transaction rate (ovg) 100% o Prevous period s e
O

You can also select the other tabs to view Errors, Dependencies and Logs
4. Scroll to the bottom of the Transaction page, this will show you individual transactions

5. Select one of the transactions, this will expand and show you a timeline of the Transaction
including any spans included within the transaction



Tracesample K < 2of 4 ]I

17 minutes ago | 14 ms (100% of trace) | | POST hitpsiishaky-moons-marrlocaiusers. [EEEIZNZ | Chrome
Timeline

Metadata  Logs

Type @ java-frontend @ http @ internal

oms 20ms soms

soms Toms

Investigate

12ms 1ams

% HTTP 30x POST Jusers 14 ms

ResponseFacade.sendRedirect 119 ps

o

services and the relevant functions

o

This shows you where your time is being spent within the application, based on the

This will also show you any failures or non-successful actions within the application

6. You can pivot straight to the logs associated with this transaction by selecting Investigate

— Trace Logs

@ New session /> Untitled +
Overview
Dataview traces v  ® Q Filter your data using KQL syntax
@
Discover Q search field names =0 Auto interval v/
v Selected fields © 7 w0
bubonss ) @umestanp “
= k] service.name o
worktos 1) transactioname October 14,2026 oo
&) span.name
N #) transaction.duration.us
Aerts #) span.duration.us 574 documents | View a3
k) event.outcome @ @timestamp © 1
& .  Oct 15, 2026 @ 16:55:03.254
Cases v Available fields © 237 >
 0ct 15, 2026 @ 16:55:03.254
@ @ @timestamp  Oct 15, 2026 € 16:55:03.254
stos k] agentname 7 0ct 15, 2026 @ 16:55:03.254
k] agent.version " Oct 15, 2026 € 16:55:03.254
& ) asgieventtype & oct 15, 2026 @ 16:55:03.254
Streams k] attributes.asgl.event.type 0ot 15, 2026 @ 16:55:03.254
o k] attributes.client.address 7 0ot 15,2026 016755 100,254
Applications (&) attributes.db.connectionstring < 0ct 15, 2026 € 16:55:03.254
- k) attributes.db.name 2 Oct 15, 2026 @ 16:55:03.254
Cl k] attributes.db.operation 7 Dot 15, 2026 @ 16:55:63.258
gt @ attbutes.db posigresalide imeout Y S ————
& & attributes.db.sqltable  0ct 15, 2026 @ 16:55:03.253
Agents &) attributes.db.statement < Oct 15, 2026 € 16:55:03.253
. %) attributes.db.system 2 Oct 15, 2026 @ 16:55:03.253
M;e %) attributes.db.user < Oct 15, 2026 € 16:55:03.253
k] attributes.destination.address «7 Oct 15, 2026 € 16:55:03.252
#) attributes.destination.port " Oct 15, 2026 @ 16:55:03.252
k) atiributes.event.outcome <" Oct 15, 2026 @ 16:55:03.252

No breakdown v
165435

k) service.name
auth-catalog-service
auth-catalog-service
auth-catalog-service
auth-catalog-service
auth-catalog-service
auth-catalog-service
auth-catalog-service
auth-catalog-service

auth-catalog-service

°
L]
°
L]
L]
L]
L]
°
L]
@ auth-catalog-service
@ auth-catalog-service
@ auth-catalog-service
@ auth-catalog-service
@ auth-catalog-service
@ auth-catalog-service
@ auth-catalog-service
@ auth-catalog-service
@ auth-catalog-service
°

auth-catalog-service

165440

(3 Oct 15, 16:54 > 16:55 585 <

o I_Il- II- I- II
- o o -

Oct 15, 2026 @ 16:54:23.924 - Oct 15, 2026 @ 16:55:22.097 (interval: Auto - second)

k) transaction.name k) span.name 7t tion.di

v <> Query in ES|QL

16:55:05

 Columns 7

#

Save v

Q@ > Q) Refresh

165510 165515 16:55:20

T sortfields 1

durati K tout

GET /catalog/hospitals  GET /catalog/hospitals
Pg.query:SELECT healthca.
pg-pool .connect

request handler - /catal
router - /hospitals
middleware - result
middleware - jsonParser
middleware - corsMiddlew.
middleware - expressInit
middleware - query
pg.query: healthcare_sg
pg-pool .connect

request handler - /catal
router - /hospitals
middleware - result
middleware - jsonParser
GET /catalog/doctors GET /catalog/doctors,
GET /catalog/specialties GET /catalog/specialties

pg.query:SELECT healthea.

4,664

3,389

1,940

success
success
success
6 success
4 success
56 success
21 success
success
success
11 success
success
59 success
4 success
5 success
50 success
13 success
- success
- success

which is used for some of the StackOps in-person workshops

Dopamine Moment:

health of your application

more and more services appear on these dashboards

FYI: If you want to try this out with a sample application, you can leverage this GitHub repo

You have seen how to view the health of your individual services within an application

The Service Inventory and Service Map are extremely useful when trying to understand the

As you instrument more and more applications with OpenTelemetry (EDOT) you shall see



https://github.com/seanmatthews225/edot-workshop

o Each language you instrument will show slightly different metrics on the dashboards
based on the types of telemetry signals they output

o For example; Java will be slightly different to Go

e You can get a clear insight into the overall performance of the service from the Overview
tab, with the other tabs being used to give you more granular insights



Annex

AWS Monitoring Dashboard

To import the pre-created dashboard from the Day 2 Operations — Personalize your data
section, follow the below steps:

1. In Kibana, go to Admin and Settings — Saved Objects
2. Select: Import

3. Upload the aws-monitoring-dashboard.ndjson and select create new objects with
random IDs

4. You should now see this dashboard listed in the Dashboards



Additional Learning

StackOps Resiliency Accelerator (SORA)

To facilitate rapid deployment, StackOps provides the SORA, a specialized tool designed to
automate the setup of monitoring configurations. SORA can discover your AWS resources (like S3,
VPC, etc) and generate the necessary Elastic Agent configuration files. This helps to reduce the
complexity of configuration and deployment.

[Learn more]:
To use SORA, you may refer to the following learning resource:

e Video guide
e Online documentation

Elastic Agent Builder

Elastic Agent Builder is a conversational environment for building Al agents that answer
guestions and take actions over your data using natural language. Agents combine large
language model (LLM) reasoning and context engineering with built-in and custom tools that
query your indices, so responses stay grounded in your data.

[Learn more]:

https://www.elastic.co/elasticsearch/agent-builder
https://www.elastic.co/search-labs/blog/elastic-ai-agent-builder-context-engineering-introduction

O Elastic Agent Builder: Build your most relevant Al agents with Elasticsearch

Elastic Workflows

Elastic Workflows is the native automation engine built into the Elasticsearch Platform. It
provides reliable, scripted automation for straightforward tasks and Al-driven automation to
solve complex problems that require human-like reasoning. Trigger actions from events,
schedules, or on-demand requests. No external tools or messy integrations required.

[Learn more]:
https://www.elastic.co/docs/explore-analyze/workflows

https://www.elastic.co/blog/elastic-workflows-technical-preview
O Using Elastic Workflows to create a business impact detector



https://www.youtube.com/watch?v=G5D8LcitCMg
https://www.youtube.com/watch?v=jRWHEHE14nQ
https://youtu.be/-5m_8epVBiE
https://docs.developer.tech.gov.sg/docs/stackops-documentation/sora?product=stackops&id=stackops-resiliency-accelerator-sora
https://www.elastic.co/elasticsearch/agent-builder
https://www.elastic.co/search-labs/blog/elastic-ai-agent-builder-context-engineering-introduction
https://www.elastic.co/docs/explore-analyze/workflows
https://www.elastic.co/blog/elastic-workflows-technical-preview

Conclusion

Continuous Learning

We hope the 14-days trial has allowed you to quickly understand how to set up Elastic
monitoring to kick-start your observability journey. You are encouraged to refer to StackOps
online documentation to explore other capabilities and integration beside those listed in this
document.

In additional, you are also highly encouraged to attend the hands-on workshops curated by
StackOps, in partnership with Elastic, to learn more on other capabilities like Machine Learning,
Universal Profiling, ES|QL for complex log analysis, etc and improve your observability
implementation.


https://docs.developer.tech.gov.sg/docs/stackops-documentation/?product=stackops&id=stackops-documentation
https://docs.developer.tech.gov.sg/docs/stackops-documentation/?product=stackops&id=stackops-documentation
https://docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/learning-events?product=StackOps
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