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TISC 2024 WRITEUP 
Ang Ray Yan 

 
Level 0 - Welcome 
A data collec*on form was provided, and the flag is provided a8er filling it up: 
 

 
 
The flag given is: TISC{7h3_g4m3_1s_0n}. 
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Level 1 - Naviga;ng the Digital Labyrinth 
 
We are instructed to find informa*on pertaining to the user vi_vox223. This username is found 
for an Instagram account as follows: 
 

 
 
Some highlight stories posted by the user include the crea*on of a discord bot. We obtain the 
discord bot ID "1284162498966192270" and note that the "D0PP3L64N63R" role is required 
to access hidden func*onality of the bot: 
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Let's assign the user to interact with the bot with the corresponding role, an invite the bot to 
a Discord Server administered by us "TestServer" with the required permission: 
 

 

 
 
Accessing the (correct) link below allows us to invite the bot to the "TestServer": 
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A8er the bot accepted the request, the user with the "D0PP3L64N63R" can interact with the 
bot. The only interes*ng file is an EML file: 
 

 

 
 
A8er displaying the EML file, the email contents indicate that we can triangulate a loca*on 
to ac*vate the secret communica*on channel indicated at a LinkedIn page. 
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A quick google search indicates Uber's geospa*al technology as H3 (Hexagonal Hierarchical 
Spa*al Index). Mapping out the 3 hexagons and finding the corresponding loca*on on Google 
Maps indicate the loca*on as "Quercia secolare": 
 

 

 
 
Next, we browse through the LinkedIn page an iden*fy the men*on of a telegram bot 
@TBL_Dic*oNaryBot for interac*ng with: 
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When interac*ng with the telegram bot, we enter the loca*on previously found as the 
midpoint intersec*on of the 3 hexagons (Quercia secolare) and start the communica*ons 
channel: 
 

 
 
We obtain the flag: TISC{OS1N7_Cyb3r_InV35t1g4t0r_uAhf3n}. 
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Level 2 - Language, Labyrinth and (Graphics)Magick 
 
This challenge features an Image Transformer where we upload a file, give some instruc*ons 
and (hopefully) obtain the transformed image: 
 

 
 
The source men*ons that a flag is le8 behind: 
 

 
 
It is further noted that there is some sani*za*on involved, for example: 
 

 

 
 

At some point, it became apparent the instruc*ons were passed to a Large Language Model 
(LLM) to generate the command for image conversion by GraphicMagick (gm). We observe an 
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example below indica*ng the ahempted execu*on of the "gm" command a8er a failed 
ahempt at prompt injec*on: 

 
 
Looking through the contents of hhp://www.graphicsmagick.org/GraphicsMagick.html, it was 
observed that you could insert a comment into the resul*ng image. I ahempted the following 
prompt injec*on which tried to insert the result of the "id" command as a comment: 
 

 

 
 

Surprisingly, the prompt injec*on technique worked for my instance at the point of execu*on 
(it could differ across instances/*me depending on what is used in configuring the LLM). 

http://www.graphicsmagick.org/GraphicsMagick.html
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Instead, I directly ahempted to write the contents of the flag (supposedly at flag.txt) to the 
image instead to solve the challenge: 
 

 

 
 
The flag is: TISC{h3re_1$_y0uR_pr0c3s5eD_im4g3_&m0Re} 
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LEVEL 3 – Digging Up History 
 
A8er being given a ZIP file and metada.txt, the password to extract the ZIP file is within. The 
extracted file is csioanUPDATED0509.ad1. 
 

 
 
AD1 files can be opened with FTK Imager so8ware. Naviga*on indicates that the image is of a 
Windows XP system with the Mypal68 browser installed. Naviga*ng to the profile 
"a80ofn6a.default-default" shows several files. We ahempt to look at the browsing history by 
accessing the "places.sqlite" file: 
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The places.sqlite file contains the supposed browsing history at the moz_places table. The last 
entry indicates the possibility of a flag: 
 

 
 
Send a request to the last entry's URL provides us with a base64-encoded version of the flag. 
We perform base64 decode to obtain the flag: 
 

 
 
The flag is: TISC{tru3_1nt3rn3t_h1st0r13_8445632pq78dfn3s} 
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Level 4 – AlligatorPay 
 
We are presented with an Alligator pay page where we supposedly have to upload a file that 
represents a card with balance 313371337 based on the Javascript code for parseFile(): 
 

 

 

 
 
 
 



TISC 2024 Writeup   

 13 

We write a script to create a card with balance 313371337 based on the code logic. The 
script generate the card as "agpaycard.bin": 
 

 
 
Next, upload "agpaycard.bin" to obtain the flag: 
 

 
 

The flag is: TISC{533_Y4_L4T3R_4LL1G4T0R_a8515a1f7004dbf7d5f704b7305cdc5d} 
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Level 5 - Hardware isn't that Hard! 
 
Adsasd 
 
 
Following the steps in this ar*cle (hhps://jmswrnr.com/blog/hacking-a-smart-home-device), 
we ahempt to extract the contents of the flash dump using the esp32knife tool: 
 

  

 
 

It is observed there are several par**ons in the flash dump (e.g. SPIFFS), but app0 is the main 
concern to us. The esp32knife u*lity generates a ELF file for further analysis: 
 

 
 

Tracing the code further by finding code that reference the "CrapTPM" string, we eventually 
end up at an interes*ng func*on 0x400d1614: 
 

https://jmswrnr.com/blog/hacking-a-smart-home-device
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A summary of the inferred func*onality of 0x400d1614 is as follows: A8er accep*ng the 
payload, the first byte of the payload is checked. If it equals 0x46, the result is string 
"TISC{FALSE_FLAG}" is XOR-ed with the result of func*on 0x400d1508. If it is 0x4d, the result 
is the string "BRYXcorp_CrapTPM". If it is 0x43, the 2nd byte of the payload, X, is used as an 
offset to retrieve a byte at (0x3wdb09 + X). The result of XOR-ing with the output of 
0x400d1508 is wrihen to (0x3ffc1c1f + X). 
 
Let us further analyze what func*on 0x400d1508 does: 
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Observe that 0x400d1508 simply uses takes a 2-byte (ushort) value, manipulates it and stores 
it back at 0x3wdb68. Correla*ng with the above code logic, this 2-byte value at 0x3wdb68 
is the XOR key used to XOR every byte in the plaintext before returning the output to the user 
(if the first byte of the input payload is 0x43 and 0x46). The XOR key changes determinis*cally 
for every plaintext byte being XOR-ed as per the bit-shi8s and XOR opera*ons in 0x400d1508. 
 
While the code logic is clearer now, Unfortunately, it is not known how to interact with the 
given server properly. Due to limited knowledge on I2C inner workings and to save *me for 
the TISC compe**on, a brute force ahempt was conducted to try an elicit any non-zero 
response from the server. We eventually got a response for the chain of command "SEND d2 
46", "SEND d3 46", "RECV 32": 
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A8er some addi*onal guessing, it is inferred that 0x69 passed into func*on 0x400d17d8 is 
represents the 7-bits of the I2C field in the 7-bit addressing structure. With 0 being write and 
1 being read, then sending "d2 46" performs a WRITE request and sending "d3" performs a 
read request: 

 
 
Hence, sending d2 followed by d3 sends a WRITE to trigger the corresponding ac*on (0x46 / 
0x4d / 0x43), and a READ is required to fill up bytes for the RECV command to display. With 
this knowledge, a script can now be cra8ed to try and find the flag. A8er some trial and error, 
it turns out that the flag is indeed located at where the string "TISC{FALSE_FLAG}" is, except 
the contents is the real flag. Since the code 0x46 allows us to extract the flag XOR-ed with the 
2-byte xor-key (regenerated for each byte of the plaintext using itself via func*on 0x400d1508 
as men*oned earlier) we can write a script to obtain the flag: 
 

 
 

The flag is: TISC{hwfuninnit} 
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Level 6 – Meownitoring  
 
We are provided with a notes.md as well as very few AWS CloudTrail logs ini*ally: 
 

 
 

Proceed to sign up at the site: 

 
 

Using the UI or otherwise, modify the ARN to that of " arn:aws:iam::637423240666:user/dev": 
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The log display will fail (likely due to permissions issue or otherwise for the provided ARN since 
it doesn't conform to the onboarding guide). Nonetheless, click on the "Export Cloudtrail" 
buhon at the top right hand corner to obtain and expanded list of AWS Cloudtrail logs: 

 

 
 

To spare readers of the endeavour of processing AWS CloudTrial logs, the high-level, non-
exhaus*ve but sufficient summary is as follows: 
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Observe from the roles above that both the "mewonitoring-lambda-test" and "meownitoring-
lambda-role" conforms to the requirements of the onboarding guide. Entering the ARNs of 
both rows will display the logs ingested. However, only the ARN for "mewonitoring-lambda-
test" which is "arn:aws:iam::637423240666:role/mewonitoring-lambda-test" will display the 
aws_secret_access_key of the user "debug" in uncensored form: 
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Using both the AWS CloudTrail logs and the secret key, we gain access as the "debug" user: 
 

 

 
 

Observe an addi*onal S3 bucket "meownitoringtmpbucket" exists. As the Debug user has 
s3:ListBucket and s3:Get* permmissions, we can enumerate the bucket to find the first half of 
the flag and a second note: 
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Based on the descrip*on of notes2.md, it is difficult to progress with exis*ng logs. We use the 
debug user to obtain even more logs from the "meownitoring2024trailbucket": 

 

 
 

To spare readers (again) from the endeavour of processing AWS CloudTrail Logs, the high-level, 
non-exhaus*ve summary of the new logs (mostly dated 17 July 2024) is as follows: 
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Observe that the majority of the new logs involve the crea*on and dele*on of APIs, 
Integra*ons, Routes and Stages. If we enumerate what is remaining there is actually only 1 
combina*on remaining, i.e the "kill switch": 
 
API = pxz|fmjo7 
Stage = 5587y0s9d5aed 
Route = POST / 68fd47b8bf291eeea36480872f5ce29f0edb 
 
We send a curl request to the "kill switch" to obtain the flag: 

 

 
 

The final flag is: TISC{m@ny_inf0_frOm_l0gs_&_me-0-wn1t0r1nNnG\\//[>^n^<]\\//} 
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Level 7 – WebAsmLite 
 
We are given a web applica*on. The web applica*on has 2 users, publicuser (privilege level 1) 
and adminuser (privilege level 42). A program string is taken as input which is first executed 
as the adminuser, then the publicuser. Note that both users share a filesystem (SMOLFS). Only 
the result of execu*on of program string as publicuser is provided in the response: 
 

 
 

The filesystem allows, crea*on, and reading of files. A file can only be read if the user owns 
the file, or if the user privilege level is greater than that of the owner of the file: 

 

 
 
Next, we look at the code for the "VM" (SMOLVM): 
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The code snippets (above) show the majority of the code logic of the VM. It has 8 registers 
(size = 1 byte) and a 64-byte memory. A8er execu*ng the program string provided by the user, 
it will return the state of the VM.  
 
The main problem is that the since the adminuser and publicuser shares a filesystem, a 
publicuser will know whether a file created by the adminuser exists (or not) since register 0 is 
set to -1 when publicuser ahempts reading a file created by adminuser. Using this logic, we 
can leak the flag byte-by-byte. For each byte B of the flag, try all possible values of X (0 to 255) 
such that B+X = 256 which becomes 0 when represented as a Uint8. If B+X equals 256, we do 
not write a file (e.g. byte.txt) as the adminuser. If the publicuser ahempts crea*ng a file with 
the same name (byte.txt) but s*ll fails to read the file, this implies the adminuser wrote the 
file, and that B = 256 – X.   
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With that understanding, we can write a script that tries to find every byte of the flag: 
 

 

 
 
The flag is: TISC{le4ky_l3aky_1f8e3ba511ee!} 
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Level 8 - Wallfacer 
 
We start of with the applica*on (emulated in Genymo*on) with "Face this wall". The surface 
implementa*on is not immediately interes*ng since it just stores a text message. Decompiling 
with Jadx also reveals the presence of mul*ple resource files (including "sqlite.db"): 

 

  
 

We install Frida to hook func*ons in the applica*on (Wallfacer): 

 
 

Analyzing the APK itself, we no*ce some interes*ng strings which are all base64 encoded (e.g. 
base, dir, filename etc.): 

 

 
 
Not knowing what to look out for, we ahemp*ng to hook to base64 decode since one of the 
strings could be base64 decoded at run*me. We obtain the following clue: 
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This indicates that K0.run invoked the base64 decode for "sqlite.db" string. Observe that it is 
base64 decoded (R.string.filename) as the argument A8.K(), to be passed into 
InMemoryDexClassLoader. This implies that a dynamic DEX was likely generated at run*me: 
 

 
 
Looking to A8.K(), observe that there is complex logic to generate the DEX. To analyze the 
generated DEX, we can use Frida to hook to A8.K and intercept the return value and write it 
to a file (e.g. dynamic.dex) for further analysis: 
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For the interested, the Frida Script for hooking base64 decode and A8.K are is as follows: 

 

 
 

Analyzing the dynamic DEX, we find a func*on generateNa*veLibrary that construct 
libna*ve.so by taking the asset files (e.g. 0$d…, 1$–...) in order and passing into the method 
0a.a(): 
 

 
 
The func*on 0a.a() is as follows (note the use of "wallowinpain", i.e. "base" string, in the 
genera*on of the PBKDF2WithHmacSHA256 secret):  
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Without thinking too much, we replicate the func*onality in generateNa*veLibrary and 0a.a() 
in Java to obtain our libna*ve.so file: 
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The na*ve library can be generated by storing the message "I am a tomb". Following which, 
using "Only Advance" will trigger the invoca*on of the na*veMethod() in the library: 
 

 
 
As the na*ve library will be patched (based on the logic later shown), we can use Frida hooks 
and intercept the return result of getAbsolutePath() [screenshot of Frida hook snippet below] 
and modify it to the patched file (uploaded to /tmp/libna*ve_mod.so) so that the app will use 
the patched library: 
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Without modifica*ons, libna*ve.so presents the following log (view log via "cat log.txt"): 
 

 
 

 
 
There are four modifica*on observed. The first modifica*on is where the original libna*ve.so 
ahempts to check for the presence of "/sys/wall/facer". Since /sys cannot be wrihen to (even 
as root), we modify the library to check for "/tmp/wall/facer" instead: 
 

 
 

 
 
The next 3 checks involve checks against equality or inequality against 0x539 (or 1337). We 
flip the logic by modifying the SET/SETNZ to the other respec*vely so that the other branch 
(hopefully without error messages) is taken: 
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First check involving 1337 (change SETZ to SETNZ): 
 

 

 
 

Second check involving 1337 (change SETZ to SETNZ): 
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Third check involving 1337 (change SETNZ to SETZ): 
 

 

 
 
 

 
 
With the poten*al IV and key (since there are no obvious errors in the logs), we switch over 
to the "query" page by sending an Intent: 
 

 

   
 

Checking the logs again, we indeed see the decrypted data which contains the flag. 
 
The flag is: TISC{1_4m_y0ur_w4llbr34k3r_!i#Leb} 
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Level 9 - ImpHash 
 
The challenge run a file service.py which accepts a base64-encoded PE file and passes it to 
radare2 for further analysis: 
 

 
 
We are provided with a Radare2 plugin with main code as follows: 
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The code for the plugin is above. The code primarily executes the command "iij" in radare2, 
which fetches entries in the import table in JSON format (which is parsed using cJSON). Entries 
contain a library name ("libname") and func*on name ("name"). If "checks" are passed, the 
library formats the entry "<library name>.<func*on name>," and concatenates all entries into 
an output string. The MD5 checksum of the output string is returned (in hex). This is done via 
the command "echo <hash> > out". 
 
Unfortunately, problems exist with the "checks": 
 

• The use of strpbrk(s1, s2) doesn't conform to business logic. Given strings s1 and s2, 
strpbrk returns a pointer to the first instance of any character in s2, and null if there ar 
eno matches. This means that strpbrk("zd", ".dll") passes the check since 'd' is in both 
"zd" and ".dll".  
 

• By specifying both library and func*on name as "zd", the value of libnameStrNoExtLen 
is 2-4 = -2 in line 107. The value of nameStrLen is 2. Hence, the check on line 110 
evaluates to (4094 – offset < 0). The check passes and we verify the value of offset 
a8er as follows (a8er processing the import "zd.zd"): 
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At this point, the value of offset is 0xff32, which is nega*ve as a short (Note that $rsi is the 
address of the output string buffer as per line 132. Hence, the offset is just the 2 bytes before 
the output string buffer) We need it to be more nega*ve so that we can manipulate command 
string "echo <hash> > out" to perform something else instead (e.g. reading the flag). 
 

 

 
("echo …" at 0x7ffc30f07bb0, "zd," wrihen to 0x7ffc30f07be1. offset value becomes 0xff32) 
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In the above screenshots, again note that the 2 bytes for offset (0x77c30f07cb0) occurs just 
before the output string buffer itself [0x77c30f07cb2, size 4110]. Understanding how the 
offset become 0xff32 gives insight. Star*ng at 0x0 with libNameStrNoExtLen as -2 and 
nameStrLen as 2, offset first becomes 0xfffe on line 118. Then, output[0xfffe] = 0x2e. However, 
output[0xfffe] is (as seen later) the least significant byte of the offset variable, and offset 
becomes 0xff2e. Following which, offset is incremented by 2 (nameStrLen=2) on line 125 and 
by 1 on line 127. This results in the offset value of 0xff32. 
 
With knowledge of manipula*ng offset using output[0xfffe], we use  2 import entries to 
manipulate the value of offset so that we can overwrite parts of the "echo … > out" command: 
 

• For the 1st import entry, we need to make sure that a8er processing the value of offset 
is 0xfffd (reasons outlined below). To do so, we can have a library name of length 2 and 
func*on name length of (0xfffd – 0xff32). This will cause offset to increase *ll 0xfffd 
since (0xfffd – 0xff32) + (2 – 4) + 1 + 1 = (0xfffd – 0xff32) [Both +1 is due to the addi*on 
of '.' and ',' characters when processing the import entry] 
 

• For the 2nd import entry, we want to achieve the effect of output[0xfffe] = <byte> to 
overwrite the value of offset. To do so, we cra8 the import entry such that the library 
name has length 4 (e.g. "zdzz"). Then, the code performs output[0xfffd] = '.' on line 
119 and offset is incremented on line 120. Subsequently, the first character of the 
func*on name will be stored into output[0xfffe] on line 123. The first character of the 
func*on name was chosen as 0x20 (or ' ') as there tolower() on line 122 might affect 
the result of other lower byte values (but not 0x20): 
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At this point, the offset will be 0xff22 (0xff20 + 2 for the 0x20 and ',' characters). This allows 
us to overwrite back part of the command on line 143. We take advantage of this to write a 
payload that allows the execu*on of "cat /app/flag.txt > out", which allows the contents of 
the flag to be eventually returned by service.py. Note that in the following example payload: 
the use of ';' and ' ' characters are used to separate/pad out the command as well to eventually 
get the command return the flag: 
 

 

 

 
 
With the payload able to retrieve the test flag locally, we write a quick script to fetch the flag 
on the exis*ng service to obtain the actual flag: 
 

 
 

The flag is: TISC{pwn1n6_w17h_w1nd0w5_p3} 



TISC 2024 Writeup   

 40 

Level 10 – Diffuse 
 
We start by interac*ng with the DiffuseInstanceBot on telegram to obtain SSH creden*als for 
a (Windows) machine. The password for interac*ng with the server is sent by email from the 
organizers themselves. Instances are refreshed periodically as well: 
 

 
 
A8er accessing the server as the "diffuser" user, we observe than an Administrator account 
"diffuse" exists. Perhaps we need to find a privilege escala*on vector first: 
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We switch to Powershell as there is unwanted behaviour when using OpenSSH (e.g. curl 
output not being display). A page is served on port 80: 
 

 
 
The page appears to be served from XAMPP (a common so8ware stack for hos*ng webpages). 
We ahempt to read index.php (as a member of BUILTIN\Users) with success, and observe that 
the file can be modified as well (since diffuser is part of "Authen*cated Users") 
 

 
 
Replacing index.php's content allows us to perform command execu*on. We observe that the 
web server hos*ng index.php executes as "NT AUTHORITY\SYSTEM": 
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Since we can execute commands as the SYSTEM user, a backdoor user (testuser:testpass) is 
created as an Administrator to obtain a High Privilege Shell: 
 

 

   
 
With addi*onal privileges, we look into the "diffuse" user contents to find content related to 
"Project Incendiary": 
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Addi*onal enumera*on allows us to find the presence of schema*cs.pdf on the system as well: 
 

 
 

 
 

 
 
Schema*cs.pdf is shown above (page 1 of 2 is shown by default). Throwing it to other PDF 
editors/viewers (such as hhps[:]//pdf-editor.pdffiller.com at the *me of wri*ng this report) 
would occasionally allow us to see page 2 containing a key: 
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Addi*onal OSINT by searching for 'uart-key-chip', "wokwi" and "arduino" based on 
schema*cs.pdf redirects us to a wokwi project that is a copy of Liquid_Crystal_I2C_HelloWorld 
(hhps[:]//wokwi.com/projects/409614629412546561), with components that do resemble 
the schema*cs given, and a key value that matches that in the PDF: 
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We verify that this appears to be a schema*cs for a "bomb" where a certain code presumably 
must be entered in order to "diffuse" the bomb within 5 minutes (or less per wrong ahempt). 
This is done by uploading firmware.hex on the windows machine to the wokwi plaoorm: 
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To ahempt uncovering code for diffusing the bomb, there might be a need to perform reverse 
engineering (RE) on firmware.hex. We will be dealing with an AVR microcontroller (Arduino 
Uno R2). Using some guides such as the one by Jonas Lieb 
(hhps[:]//www.jonaslieb.de/blog/arduino-ghidra-intro/), RE is somewhat possible. Due to 
*me constraints and unfamiliarity with AVR, only selected code snippets for relevant code 
logic (mostly through guessing / referencing strings) will be shown. 
 
To begin analysis, we look to the handler for the RESET func*onality: 
 

 
 
In the first while loop (lines 12-17), observe bytes from file offset 0x30be are copied to 
memory address 0x100 to 0x27f (0x180 bytes total) to the .data sec*on as part the 
__do_copy_data() procedure. The second while loop (lines 20-23) erases memory start from 
0x280 to 0x592 (0x313 bytes total) for the .bss sec*on as part of the __do_clear_bss() 
procedure. Note that the .data strings in Ghidra are found at the offset star*ng from 0x185f 
in the code segment when displayed: 
 

 
(e.g. byte 0x5 displayed at loca*on "code:0x185f" will be memory loca*on 0x100): 
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With this understanding, we proceed into the main func*on(): 
 

 
 
In the main func*on, there exists an important func*on (FUN_0760), hereby denoted F. It 
performs a XOR using a single-byte key on a source buffer, and stores the result into the 
des*na*on buffer. The decompiled output of FUN_0760 is briefly depicted below: 
 

 
 
There are 4 loca*ons where F is used in the main() func*on. Two loca*ons involve the use of 
bytes at memory loca*ons 0x12a and 0x16f. Bruteforce the single-byte xor key reveals the 
same XOR key 0xe8 that can be used to derive meaning strings "TISC{" and "Find your flag in 
the i2c bus…" being used: 
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For brevity purposes in this write, the high level guessed logic as a result of par*al reverse 
engineering and observa*ons when interac*ng using the wokwi plaoorm for the main() 
func*on is as follows: 
 
// Other code 
send "F8g3a_9V7G2$d#0h" to uart-key-chip 
receive "m59F$6/lHI^wR~C6" from uart-key-chip into memory_0x33d 
// Other code 
if (last key pressed is "#") { 
  // Other code 
  if (strcmp(input, "39AB41D072C") == 0  
      AND interact with uart-key-chip) { 
    F(memory_0x16f, xor_key, 0x20) 
    F(memory_0x33d, xor_key, 0x10) 
    F(memory_0x12f, xor_key, 0x10) 
    // Important code logic not reversed 
    x = F(memory_0x12a, xor_key, 0x5) 
    if (isSubstring(memory_0x34d, x) { 
      // Goal: Reach here 
      Display(memory_0x26f); // 0x26f = "Bomb defused!" 
      // Other code to display content 
    } 
 
  } else { 
    display("WrongDecryption + ReadKeyChipMessage"); 
    CountdownTimer -= 0x1e; 
  } 
} 
// Other code 

 
Based on the above code, to bypass the strcmp() check, the code to key in should simply be 
"39AB41D072C". A8er some ahempts to then patch the isSubstring() check, it was observed 
that the display content keeps changing. When replacing the display for memory region 0x26f 
to x instead, the value changes every execu*on (and repeats only a8er many rounds at 
random). At this point, I guessed that the XOR key for F was incorrect and assigned to another 
value (algorithm unknown). Knowing that se�ng the XOR key to 0xe8 leads to correct strings, 
the binary is patched so that the XOR key is hard-coded as 0xe8: 
 

 
(patched instruc*ons: XOR key hardcoded as R21R20 = 0x00e8) 
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(patched instruc*ons: XOR key hardcoded as R21R20 = 0x00e8 for both calls to F) 

 

 
(patched instruc*ons: XOR key hardcoded as R21R20 = 0x00e8) 

 

       
(screenshot was taken when the isSubstring check was patched away) 

 
Since we know that memory_0x12a become "TISC{" and that we are checking 
isSubstring(memory_0x34d, "TISC{") before proclaiming "Bomb defused!", there is a very high 
probability that memory_0x34d is the flag itself. 
 
Instead of trying to find the flag in the i2c bus, we try to force the LCD to display the flag. For 
example, the pointer to the "Bomb defused!" string (0x26f) is replaced to the guessed (and 
eventually correct) loca*on of the flag value at memory address 0x34d. Since the LCD can only 
contain 16 characters in 1 row, we patch the display 3 *mes to star*ng prin*ng from address 
0x34d, 0x35d and 0x36d respec*vely to print the en*re flag of 0x2c characters: 
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We concatenate the 3 displayed values in the top row to obtain the flag. 
 
The flag is TISC{h3y_Lo0k_1_m4d3_My_0wn_h4rdw4r3_t0k3n!}. 
 
 

Level 11 and Level 12 were not ahempted and not part of this writeup. 
 

END OF WRITEUP 


